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Abstract interfaces that make information available to designers in
a comprehensible form. Although model checking has
Model checking is a formal technique for the automated usability advantages because it is a decidable approach to
analysis of system models against formal requirements.analysis, there are also disadvantages.
Once a suitable model and property have been specified, no
further interaction by the analyst is required. However, this 1. The initial specification of the model is expressed as a
does not make the method necessarily user friendly since  state transition diagram using notations such as SMV.
the checker must be provided with appropriate and complex ~ These notations must be learnt and may be counter-
input data. Furthermore, counter-examples generated by  intuitive particularly if, as in our case, designers are
the system are often difficult to interpret. Because of this human factors experts. The number of states in these
complexity, model checking is not commonly used, and ex-  models can quickly explode and techniques must be
haustive exploration of system models based on finite state ~ adopted to manage the number of states.
descriptions is not exploited within industrial dependable
systems design. The paper describes the development of an
integrated collection of tools around SMV, intended to make
it more accessible to practicing software engineers and in
particular those concerned with the human interface issues
in complex safety critical systems.

2. The notation for specifying the properties, usually
modal or temporal logic, is difficult to understand and
to apply. Only a subset of possible property types are
available, for example representational properties are
not possible.

3. The form of the result is difficult to interpret. The an-

swer is either true or a trace is presented which is a
1 Introduction counter-example. The answiene may actually mean
that the property has been wrongly formulated and is
therefore vacuously true. Even when false, it is diffi-
cult to make sense of the traces that arise as counter-
examples. In practice because model checking is an
iterative process involving a process of property refine-
ment it is important to make these counter-examples as
helpful as possible.

An obstacle to the take-up of formal methods is the in-
comprehensibility of the notations and tools that underly
them. In practice only the originators of the methods or
committed (usually academic) users will accept the cost
of them. Model checking, a process that involves the ex-
haustive analysis of finite state descriptions appears to be a
promising approach to making the benefits of formal meth-
ods more accessible to designers. 2 System models and property patterns

The paper focusses specifically on one such
tool, the SMV model checker and its derivatives Models involved in the development or derivation of re-
[Cimatti et al., 200R It describes the development of quirements in the avionics and automotive domains are of-
an integrated system based on SMV, intended to maketen expressed as statechaHsifel, 1987. Specifications of
it more accessible to practicing engineers (a group of system models are either validated by structured analysis,
engineers developing human computer interfaces withinfor example by simulation or testing, or verified by formal
the avionics industry). The integrated system includes proof.



Property Patterns
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Figure 1. Property specification patterns [  Dwyer et al., 1999 ].

Property CTL template for property

reachability AG EF((target_configuration))

mutual exclusion AG ( (configurationl) & (configuration2))
robustness INVAR ! (triggering-condition);

AG ((starting_configuration) -> EF( (target_con figuration))

effect visibility
(appropriateness) AG((starting_con figuration)) -> AF( (display-configuration))

(timeliness) AG((starting_configuration) & (input_signal))
-> AF( (target_configuration) & event_counter = n)
recoverability AG((starting_con figuration) & (input_signal))
-> EX EF( (starting_-configuration))
consistency AG ((input_signal)) -> AX( (intended target con figuration(s)))
flexibility AG((starting-configuration) & (reset_counter))

-> EF( (target_configuration) & (input_counter = m));

Table 1. Usability queries [ Loer and Harrison, 2001 1.

In the context considered, Statecharts are used to explora list of 555 property specifications have been extracted
issues such as moding behaviour. Degani in hiaxDap- with mappings to different formalisms (CTL, LTL, Quan-
proach Pegani, 199phas imposed additional structure on tified Regular Expressions). Most of these specifications
Statecharts to make their relevance to interactive systemgan be assigned to one of eight patterns in the context of
more explicit. This is achieved by decomposing statechartsfive different scopes (i.e. the range of a model execution
into orthogonal sub-states modellingontrol elements where a pattern must hold) — see Figdre In the inter-
description of the control elementspntrol mechanism active systems domain, efforts to use the generic design
model of the device functionalitydisplays- description of  principles to do this analysis more systematically include
the output element®nvironment model of relevant envi-  [Paterd, 1996 Campos, 1999 Through the use of eaN
ronmental propertieqjser tasks sequence of user actions all models have the same top-level structure and generic
that are required to accomplish a certain task. Constraintstemplates can be based on the common structure. For ex-
are established on these models which represent critical cirample, Loer and Harrison, 20Qsuggest the usability tem-
cumstances relevant to what the user can do for exampleplates listed in Tablé. Some of these templates are covered
when the mode changes or where there is no possibilityby, or can be derived from Dwyaet al’s property specifi-
of simple recovery. In order to explore all possible (sen- cation patterns. It should be noted, that although treND
sible and non-sensible) user inputs exhaustively the systenstructure supports the instantiation of usability properties,
is often analysed with a limited task model with the aim of the toolkit is applicable to statecharts in general.
analysing paths that broadly follow likely user behaviours.

Usability engineers often work with requirements that
are derived from generic design principles and guide-
lines [Dix etal., 1998 chap.4], and usability heuristics
[Nielsen, 1992 Formulating these requirements, particu-
larly as temporal logic formulae required by model check-  Once a model of the system and requirements have been
ers can be difficult not just for usability engineers but also given to the SMV model checker they can then be used to
software engineers. To ease this translation Dwateal. verify the requirements in every possible execution state.
suggest “patterns” of properties of finite-state verification If a property does not hold, a trace is produced that gives
[Dwyer et al., 199R From an extensive literature review a sequence of steps leading from an initial state to a sys-

3 Easing diagnosis based on output: trace vi-
sualisations



tem state that violates the given property. A correctly in-  The system then checks the property and output is pre-
terpreted trace can be used to assess how to modify eithesented currently using an enhanced tabular view. An op-
the model of the system or the specification of the require- tional process diagram in the top part of the tool displays
ment. Alternatively, the analyst might decide that the result where the user currently sits in the process.

is interesting but should be investigated from a different per-

spective using a different method. The raw traces produceds  Conclusions and future work

by the model checker do not support this decision process

adequately. A tool is therefore required for the visualisa- A framework and a prototype implementation for the

tion of the data in the trace. In practice, usability engineers analysis of dependable interactive systems has been devel-

wish to consider these traces as scenarios and in order to d%ped. The framework supports property checking for de-
so add contextual information based on domain experience

o . o . endable systems in general and some aspects of usabilit
describing possible situations that are of interest. P y 9 P y

SMV tool q bl h h | analysis in particular. It was developed with the require-
tools produce tables as output that present the val-\, o 5 of industrial designers in mind. The proof of concept

ues of variables against each step. Such tables are SUitablﬁrototype has been customised to the requirements of a par-

ror a rlnechamcal adnalys!s, but h:;rq to reaLd by Ih“lfgg” aNdticylar aerospace environment but we believe the ideas are
ysts. In a user study (using a technigiojk et al., B applicable to a wider field.

for getting feedback from users) a variety of visualisations Future work will concentrate on more sophisticated

were evaluated. During the session aerospace engineers a’}ﬁjroof strategies that make use of fairness constraints and

critical system.resear.chers used prototype versions of th§p 4 iants. More systematic approaches that guide differ-
s_ystem focussing mainly on the ou.tput d|splay§ _and Pro- ant user groups in property selection using “wizards” will
vided feedback about several notations. In addition to ta- be developed. The tool should not only support the anal-

bles other VIsuallsatl_ons were |nvest|gate_d, mc_ludmg natu- «is in different stages of the process but integrate effec-
ral language scenario templates, scenario scripts, messaﬁ:/

h ional di 0SD ely into the development process. For this reason a proof
sequence charts, operational sequence diagrams ( anagement system is desirable which will, among other

[Beevis etal., 19% and model animation. The partici- . things, keep track of the analysis history. Since many of

pants f_ound taples. and OSDs to be the most useful St""t'(‘\these managerial issues depend on company procedures, or

scenario visualisations. even project-specific procedures, the tool should become
more customisable and be sufficiently flexible to cope with

4 The IFADIS toolkit changing demands.
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