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Structure of the Talk

Programs; Executions; Example program
Assertions; Truth; Proof Rules

Proof of example: memory safety

Proof of example: assert statement
Modularized example

Module spec

Proof of modularized example




Programs

c:= cons(v) ||/ ||[{]:=v|letx:=cinc(z)|returnv
| atomic(c) | assert(b) | fork(c)



Executions

FullHeaps = ZBL a0 Z,

k ::=done | let = := cin k(z)

Threadlds = 7.

Configs = FullHeaps x ( Threadlds —gyn k)



Executions

S-Lookup
(t,let z:=[{|ink(x)) €T  (l,v)€h

(h,T) ~= b (h,T[t := r(v)])
S-MUTATE
(t,[(] :=v;k) €T (L,v0) €h
tfr

(h,T) ~ (hll :=],T[t == K])

S- ATOMIC LOOKUP
(t,let 2 := atomic [(|ink(z)) €T  ({,v)€h

(h,T) " (h, Tt = K(v)])

S-ATOMIC-MUTATE
(t,atomic([(] :=v);k(x)) €T ((,v0) €h

(h.T) "4 (B[ = v], Tt := r])




Example program

¢ := cons(0);

fork (.atomic (lc] :=1));
atomic (z:=|c]);
atomic (y := [|)
assert (r < y)



Assertions

FracHeaps = Zy —qn ((0,1] X Z)

FracGhostHeaps = (27 x Z7) —gn ((0,1] x Z)

AtomicInvs = FracHeaps x FracGhostHeaps — bool
AtomicPermSets = Atomiclnvs — RT



Truth of an Assertion

hJ4|=emp<i)h—@/\J—V)/\4 (Al 00)

h,g, AEL S v e h={(((m,v) }/\J—@/\él (A 0 0)
hJﬁH:(r—»l(:)h—(Z)/\J—{ (m,0))} ANA=(Ae0)
h,g, AE I @lz,—(ﬁAJ—([)Azll—(/\I 0 0)[] := 7]

SEP+Q & dsi,s00s=51+s52/N(s1FP)A(s2F Q)

sEp& ¢ fora pure formula ¢ | |
SEPOQE (sEP)O(sEQ) foree{AV,=]




Ghost implication

%ILM Pé GI-GMUTATE GI-CREATEATOMIC
(o — v (o — ’U/ i i
P = Q g = g =
GI-DISPOSEATOMIC GI’F?DAME
Ny = @
= P+xR= QxR
GI-TRANS C-GCoNS

P=Q Q=R  We{(0,{)—vxP}c{Q

F=l (P} c{Q}



Proof Rules

(1 + m2)| S |= 1| S |* mo| S m| S | mo| S |= (m + m2)| S

{S*P}c{S*Q}
{m S|* P} atomic(c) {n S |* Q}

C-Atomic-Noop C-FOrRK |
[+P=1%Q {P} c{true}

[ I % P} Atomic-Noop {7 I | * Q} {Px R} fork(c) { R}

C-CONSEQ
P= P  {P}c{Q} WweQ(v)=Q(v)

{P}c{Q}




Proof of example program (1)

{emp}

¢ := cons(0);
{c— 0}

{{Fvec— v}
fork (
{% Jvec— v}
atomic ([c] :=1)
{% Jvec vl

| =

Jvec— v |}
omic (z := [c]):

o

Jvec— v |}
omic (y := [c]);

=t ro

Jvec— v |}
ssert © <y

NS

/



{emp

C.

{e

= cons(0);
— 0}

a := gecons(0); (ghost cell allocation)

{c—=0%a— 0}
{HU,bOCHO*aL’/?b*bS’U*vSI *a}—/?O}
fork (

l Elv,bocr—av:aca}—/?b#bﬁv*vﬁl

2

atomic ([c] :==1)

1 Hv,bocn—:v:ecaf—/?b*bgv*vgl

2
);
{% av,bOCf—%v*awb#bSvﬁcvgl *aL/?O}
atomic (

z:=[c|

);

at

1/2 1/2
CHv*arLb#bgv*vgl*arL;O/\mzv

& merging of fractions
c—via—0x0<vxv<1lAz=2
& ghost cell update
c—vka—vs0<vxv<lAz=v
& splitting of fractions

1/2 1/2
c=vka— vxv<vskv<lxar—vAr=2v

1/2

1/2
{3 ﬂv,bom—av*aéb#bgv#vgl xa = r)

omic (y = [0

2 2
{3 Hv,bQCHv*a}Lbﬁ:bgv*vgl *a}l'ra:/\a:gy}

assert r <y



Modularized example

createCell(c) = skip

z = get(c) = atomic(z := [c])

set(c, ) = atomic(|c] 1= z)

¢ := compareAndSet(c, xo, 1) =
atomic (r := [:if © = xo then || := z1)

disposeCell(c) = skip

Figure 2. Implementation of the cell module

¢ := cons(0); T = get(c);
createCell(¢); y = get(c);

fork (set(c,1)); assert r <y

Figure 3. A client program of the cell module



Module spec

[+P & Fvecellc,v) «S(v)  Yvecelllc,v)«S(v) = I +Q(v)
{7 I |+ P} a:=get(c) {mI|+Q(z)}

[+P&cellic,.)+S  celllc,v')+S=T+Q
{7 |+ P} set(c,v') {m I+ Q)}

{c+— v} createCell(c) {cell(c,v)}

[+P & Fecell(c,v) *S(v)  celllc,vy) *S(vg) = I *Qvg)  Yvecell(c,v)*S(v) ANvF#vy = [+Q(v)

{m I |+ P}z := compareAndSet(c, vo,vi) {7 I |+ Q(z)}

{cell(c,v)} disposeCell(c) {¢ +— v}

Figure 4. Specification of the cell module



{emp}

c:

{c

= cons(0); createCell(c);

ell(c,0)}

a = gcons(0); (ghost cell allocation)

{c

ell(c,0) + a — 0}

——

1/2

Sv,bocell(c,v)*aL/gb*bgv*vS1 xa — 0}

fork (

]

).
{

[

{5 3v,bocell(c,v)*awb*bgv*vg1 }
set(c, 1)

{3 3v,bocell(c,v)*a}i;?b*bgv*vg1 }

1/2 1/2
Jv,becelllc,v)*a = bxb<vsv<1l|xa+ 0}

1/2 1/2
celllc,v)xa = bxb<vsv<lsa+s 0Nz =1
< merging of fractions

celllc,v) ¥ar— 00 <vsv<1lAzZ =0

< ghost cell update
celllc,v)xar—vx0<vsv<lAz=v

< splitting of fractions

1/2 1/2
celllc,v)¥a = vxv<vxv<lsa=vAz=0

T = get(c);

Y

1 3v,becellc,v *a.}igb*bgv*'vgl $0+ T
3

= get(c);

1/2

-~

. 1/2 1/2
{3|Fv,becell(c,v) xa = bxb<visv<l|xa— zAx <y}

assert r <y



Queue example

q := create()

enqueue(q, v)

v := tryDequeue(q) returns zero if queue is empty
disposeQueue(q)



Queue spec

lemp} q := create() {queue(q, €) x consumer(q)}

[+ P & Ja e queue(q, ) * S(a)

Yo e queue(q, - v) * S(a) = [ +Q

{m 1

[+ P & 3a e queue(q,a) * S(a)

\
\
el

/v, e queue(q, ) * S(v-a) = [+ Q(v)

« P} enqueue(q,v) {m I |*Q}

{consumer(q) *

I

« P} x := tryDequeue(q) {consumer(q) *

{ Jov @ queue(q, a) * consumer(q) } disposeQueue(q) {emp |



Soundness Proof

FullGhostHeaps = (ZF x Z+) —en 7
Multi(AtomicInvs) = AtomicInus —gn Zg

ids(A) ={([,k)|Ine([,n) € ANk < n}



modGhost

gvalid(gcons(v), ) S\le (0,£) ¢ dom(g) = Q(h, g[(0,£) := (1,v)], A)

gvalid([tg] :=v,Q) = 3lo°(fg (L)) € g A Q(h, gl == (1,v)], A)

gvalid(createAtomic(I), ) ds1,8 o (h,g,A) =sr+8 Ast ETAQ(s'[A:= Al := A(I) +1]))
gvalld(dlsposeAtomlc( ), Q) =A(I) > 1AVsy,s 08 = (h,g,A)+ sy As BT = Q(s'[A:= Al := A(I) - 1]])
gsvalid(e, Q) = Q(h g, A)

gsvalid(c -z, Q) gvalld(c gsvalid(z, Q))
modGhost(Q) = Je e gsvalid(z, Q)

=

Lemma 1. If P = @, then P = modGhost(Q).



Validity

valid(cons(7), Q) v e VL, h', g’ e fracAlloc h,£,w,h" A gAlloc g, £,0,7",¢' = Q(£)(K',¢', A)
valid([0],Q) £ Fv e (e (1,v)) € h A Q(v)(h, g, A)

valid([{] := v, Q) Jug @ (£, (1,v9)) € h AQ(h[L:= (1,v)],9,A)

valid(let z := cin ¢'(z), Q) = valid(c, modGhost(valid(c'(z), Q)))

valid(return v, Q) = = Q(v)(h,g,A)

valid(atomic(c), Q) =

A, meRy o A(I) > A
Vsr,s' esiEI NS =51+ (h,g,All :=A(I) —7]) =
modGhost(valid(c, modGhost(Ah, g, A e
dsr,8' @ s EIA(h,g,A) =s1+ 8 ANQ(s'[A:= A[l := A(I) +7]]))))
valid(assert b, Q) £ b A Q(h, g, A)

valid(fork(c), Q) £ 3p, 5o (h,g,A) = sp + s" A modGhost(valid(c, (A_e true)))(sg) A Q(s")

valid(done) £ true
valid(let z := cin k(z)) = valid(c, modGhost(valid(x(z))))



Validity versus triples

Lemma 2 (Correctness implies validity). If {P} ¢ {Q}, then
P %« R = modGhost(valid(c, modGhost(Q = R))).



Soundness Proof

A configuration (h,T') is valid if there exists a full ghost heap
g. amultiset A of atomic invariants, a map st from the domain of
T' to bundles, and a map sa from ids(A) to bundles, such that

70 ¢ dom(h),¢ e (¢,(") ¢ dom(g)

and
(h,9,4) = Xicdom(T)ST(t) + Licids(4)SA (?)
and
Y(t, k) € T evalid(k)(st(t))
and

V(I,1) €ids(A)esa((l,1))ET



Soundness Proof

Lemma 4. Execution steps preserve configuration validity.

Lemma 5. A valid configuration is not racy.

Theorem 1 (Soundness). If {true} c {true}, i.e. program c is
correct, then c is data-race-free.



