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postulates (from Human Factors) 

MOOI! Confusion: 1 

Ooerators use "men t al rno (lelS" to guide their interaction 

Wltll automated systems 

A utomation surprises ar ise w ilen t i le o oerator's ment;}' model 

does lIot acu ra tely reflec t th~ bellavlor oJ f tile .Kt u,)1 syst(:m 

Mode confusion is a just a special case: the mental model is 

not an accurate reflect ion of the actual mode Structure 

o Or loses sync. w ith it 

Mental models can be explicitly formulated as stat e maChines 

o And we can "capture" them through ObServation, 

interviews, and Introspection 

Or by studying training manuals 

(which are In t ended to induce speclllc mOdelS) 

John RuShby, SF! L 

Putt ing These T ogether 

T ake the design of an automated system 

o Represented as a state machine 

MOde Conruslon: 3 

And that of a (plausible or actua l) mental mOdel 

o Also represented as a st at e machine 

And check them for consistency 

A ny cou nterexa mples wdl hI'! flnt ~ntla l automation surpris ..... 

John RuShby, SR I MOde Confusion: S 

VI.l3 

Aviation Backg round 

Modern passenger aircraft are very reliable 

Trl(~ dominant C;l use o f inCidents ;lnd accidMt~ is numal' 

>!!rror (70% of accidents) 

MOdern cockpits are highly automated 

o And hIghly compl icated 

o Can sometimes override the pilot 

Pilots can be 5urprJs(!(\ by the behavior of the automation 

Or confused about what "mode" it is in 

'WIlY did i t dO that?" 

o 'What is i t doing now?" 

o 'What will it do next?" 

Can formal methods help? 

John Rushby, SR! ModI! Conruslon : 2 

Facts (from Compu t er SCience) 

ThE- bo! ll i!v ior of automated systems can be fOHnulate(1 III 

torrllS of (illter<lctln!l ) sta t n In<lclli n(;s 

These state machine descriptions are increasingly being used 

to document requirements and designs (ct. Statemate, UML) 

A technology called "model check ing" can be used t o 

exa mine the comolete behavior of very large st at e m achines 

o Can examine many millions of states 

o Used routinely In h/ w design, s/w requirements analySiS 

o It is largely automatic 

Can check whether certain properties are always true 

(e.g .. every operator Input Is eventually acknowledged) 

Or C<ln compare whetller two state machines <Ire "COllsistent" 

Produces courlte(!):;)lllple when d ivergence found 

John Rusnby, SR I M ode Confusion: 4 

Example: Altitude Bust ScenariO 

ScenariO describes an automation surprise In the MO-SS 

autopilot {from Ev Palmer} 

Crew had 'just made a missed approach 

Climbed and leveled at 2.100 feet 

Jonn Rushby, SR I Modi ConfuSion: 6 



Cock pit Int errace : R ealistic Picture 
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John Rushby. SR I MOde Confusion: 7 

Altit ude B ust Scenar io: A bst ract ed P ic tu re 

· Scenario describes an aut omation surprise In the M D· 88 

au t opilot 

· Crew had Just made a m issed approach 

· Climbed and leveled a t 2.100 feet 

PITCH 
THR UST ARM ROLL PITCH MODE 

B 0 [ VQH~~ I I ·~·~ I a VSPD 

VSPD ALTITUDE SPD a ~t6 

0 12 ,100 I EJ a lAS 

Color code: (lOrl~' t'Y Ullot, done by otllors or by auto mation 

JOM Rushby. SR t MOde Confusion: 9 

M ental M ode l 

_. 
"""'. 

Whether caPture Is act ive is independent o f t he pitch mode 

John Rushby. SR I MOd. Confusion: II 

VI.l4 

Setti n ~ u the Auto ilot 
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John Rushby. SR! M ode Confusion: 8 

Al titude Bu st Scenar io: M ental Model 

T he pitch modes determ ine tl~~W the plane cli m bs 

VSPD: climb at so many feet per minute 

o lAS: climb while maintain ing set airspeed 

o AL T HLD: hold current altitude 

T he altitude caPture mode determines whether t here Is a 

limit t o t he climb 

o If a lt i tude capture is armed 

Plane will climb to set <lltitude and hold It 

* T here is a lso an ALT CAP pitch mode th<lt Is used to 

end t he cllmo smoothly 

Otherwise 

... Plane will keep Climbing until pilot stops it 

JOhn Rusnby, SR I M Ode Confusion: 10 

A lti t ude Bust Scenar io-ll 

· A ir t ra fllc Control: "Climb and millntaln 5,000 feet" 

· Capta in set M CP .:,It, t ll'1 r~ window t o 5.0.)0 feet 

o Causes AlT captu re t o arm 

· Also set pitch moue to VSPD with <I val ue o f 2,')OD fpm 

· And autothrottle ( th"IISt ) to SF'D mode at 255 knot s 

PITCH 
T HRUST ARM ROLL PIT CH MODE 

EJ G B G a VSPD 

V SPD ALT ITUDE SPD a
ALT 
HLD 

12 .000 I 15,000 I I :w, I a lAS ' 

JOhn Rusnl)y. SR 1 Mode Confu$lon: 12 



Altitude B ust Sc enario - Ill 

· Climbing through 3,500 feet, ti<!p~ UP. !Iilt.<;. :ctf'!c.t 

· Captain changed pitch ,nOdE to 1;\;; 

o Causes autothrott le (t hru,;t) to go to CLMP 

PITCH 
THRUST ARM ROLL PITCH MODE 

B G B 8 a VSPO 

VS PD ALTITUDE SPD a
ALT 
HCD 

12,000 1 [ 5,000 I ~ a lAS 

John RuShbY, SR I Mode Confusion: 13 

Alt i tude Bust Sc cnario-V 

· 1/10 second later, Captain changed VSPO dial to 4,0()(' fpm 

PITCH 
THRUST ARM ROLL PITCH MODE 

B 0 [ VOR ~AF I G a VSPD 

VSPD ALT[TUDE SPD O ~t6 

[ "U'" I [ 5,000 I ~ a lAS 

JOhn Rusl1by, SR I Made Confusion: 15 

Auto mated Olsco very o f t he Altitude Bust Sc enario 

I did it using a model checker called Mur¢ 

o Comes from David Dill's group at Stanford 

But first [ 'U explain it USing diagrams 

John Rushby, SR J Made Confusion: 11 

VI.1 5 

Alt i t ud e Bust Sc enario-IV 

· Three seconds later, nearing 5,000 feet, autopilot 

automatically c.hanged pitet1 mode to /\LT CAP 

a And olsarme<1 AL T capture 

PITCH 
THRUST ARM ROLL PITCH MODE 

1 s ~o~~, 1 0 I vol' C~J> I B a VSPD 

VSPD ALTITUDE SPD 
O ALT 

HCD 

12 ,000 I [ 5,0 00 I ~ O IAS 

JaM RIlSht>y, SR I MOde Confusion: 14 

A ltitude Bu st : Outcom e 

· Plane passed through 

5,000 feet at ver tical ~.n 
,., .. ~ ....... 
o", .. ,,,.~ . ~ 

velocity of 4 ,000 rpm .- Si~ ... · "Oops: It didn ' t u rn" 

~ 
... · CaPtain took manual ! .. contrOl, hal t ed Climb at 

5,500 with the .-
" a/tiW(i&-al t lnide" -VOice warning sounding 

repeatedly .. .• .. 

John Rllshby, SR I MOde Confusion: 16 

Mental M odel (again) 

1\ 

.... od< I 
~, 

Whether caPt ure is active Is independent or the pitch mode 

John RushbY, SR I MOde COnfUSion: 18 



A c tual System 

There Is an alt.cap oltch mode that Illes the I inal capture 

John RushDy, SR I Mooe Confusion: 19 

Abstracted System 

\., " 
'-,-,.------, 

Can comoare this description directly w ith the mental model 

John RushDy, SR I 

Altitude Bust: MurOli Analysis 

Stunuu Sun . .... 0 flud. 
1'1 tch."od. , "nt. lp .. d 
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IduLcap,"n : u"a 

",,,I. Dear UUd. 

pi~ch.O>Od.' al ~.cap 
captu .... a"""d:hla. 

Rd. YSP[) lIud. 

Th hit nat. o f tho troca (ilt f"UI 1l : 
1'1 ~ch.llod., vert."poed 
capt W"o.anHd: f ~I" .. 
IduLcl p. " n ,.run 

Joron RushDy, SR I 

MOde ConfusIon : 21 

Modlll Confusion: 23 

VI.l 6 

FocuS (Abst ract) o n Whether Capture IS A c t ive 

(' .") 

r~""",,, 
I _ .. -

Capture is active Ir it Is armed or i f pitch mode is alt.ca 

Joron RushDy. SR I Mode Coo(u$lon: 20 

Altitude Bust: MurOli Speci f ication 
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John RushDy, SR I Mooe ConrU$lon: 22 

Altitude Bust: Resul t s 

Found t ile "surprise" sceno7lrlO (in 0.24 seconds) 

50 did L eveson and Palmer 

o By looking for "indirect mode changes" 

They suggested a lix (see HE55D paper) 

I inCOf"Porated It in my model 

An(1 found that It caused anottler SIHprise 

r f ixed that 

And round yet (lnother surprise 

(also present, In a dlrferent form, in or iginal specl ' l cat l~n) 

I fixed that. and the $Y~;tem <lnd the rnelltal mO(lel now align 

Jonn Rushby. SR I MOde ConfUSIon : 24 
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Altitude Bust: Additional Experi m ent 

Mode confusions can arise even with consistent models if 

operator loses sync 

I introduced a ru te to model a forgetful operator 

(nondeterministicaUy flips the mental state) 

Obviously this introduces mode confusions 

( then modified the menta l model to "reload" its state from 

a display that indicates whether altitude capture is armed 

This works (no surprises), even with a forgetful operator 

Can !)(-) used to validiltp. cues prOvided l)y (Jisplays 

JOhn RuSht)y, SR I Mode Confusion: 25 

Comparisons 

LHIJ{!SOn enumerates error-prone design elements 

(e,g. indirect mode transitions) 

And examines system design to locate them 

.. Must then determine whether those found are real 

problems in their specific context 

o Examination is not automated 

o Tension between examining too much and too little 

Butler (NASA Langley), M iller (Collins) and colleagues use 

mechanized formal methods (theorem proving and model 

checking) to examine specification of autopilot for safety 

invariants (e.g., no mode change without pilot input) 

o Similar to my approach 

o But mental model is richer specification than an invariant 

John Rushtly, SR [ Mode Confusion : 21 

FUrther Work (TBD) 

Denis Javaux (psychologist from University of Liege in 

Belgium) has proposed two processes that give mental 
models their "shape" 

o Forget rarely taken transit ions 

o Forget preconditions 

COlll (! t,i!(e the !11o(lel Implied b~· training manu;)l, then apply 

these two slmplific:)tion processes, t o generate plal/sibl" 

m ental models "automatically" 

Could also take mental model from one airplane and compare 
It to the automation from another as a way of predicting 

t(;:Iining difficulties 

JOM Rushtly, SR! Mode Confusion: 29 

VI.l7 

Observations 

Once the Initia l rnocl~1 \Vas constructed. these experiments 

(i'(lu1r(:u n(:,J lIglOlc (:fF.) r t (and only seconds of machine time) 

P rovidE-s complete dC'I11OIlSt rat loll of COf)~l s tent behavior 

Relative to the models used 

o General experience with model checking is that you learn 

more by examining all possibilities of a simplified model 

than by probing son1e of the possibilities of the full thing 

(cf. simulation or testing) 

Approach does not supplant the contributions of those 

working in human factors and aviation psychology 

o Provides a tool to examine propert ies of their models 

using automated calculation 

JOhn RuShtly. SR! Mode ConfUSion: 26 

Other Examples 

Have also used this approach to examine a surprise related to 

speed protection in A320 

And a known surprise in the pitch rnodes of the 737 autopilot 

New to t.ry i t o ut on large, realistic cX;Jfl1ples 

o NASA Ames has done this with MO-ll FMS 

Jonn Rusnby, SRI MOll(! COnfUSion: 28 

Speculation 

Can also do design explo(aUon on effects of 

o Simpler design o New operating instructions 

() Improved displays () Faulty operator 

The mental model could also be interpreted as a 

requirements specification 

o oescri~es desired rather than observed operator in terface 

Lack of an aCCIl"tte and Simple menta l model then suggests 

overly· complex design 

o How many states are needed? 

() Any complex data structures (e.g .. a stack)? 

Minimal S(ltc mocrol assesses cognitive load 

John RUSl1tly, SR I Mode Confusion; 30 



T echnica l Challenges; M ethodologica l 

Can only 90 so far rllo(Jeling just thl! l11(1de llehavlor 

And abstracting everything else away 

Need to Investigate incorporating lim ited models o f the 

environment and of the control behavior 

<) E.g .. to dIstinguish climbing from descending . 

up f rom down 

Qua litat ive physics may prove adeQuate 

... Reasons about signs of Quantities and rates of change 

'* E.g .. Climb means height increases (derivative is +) 
.... 737 example uses (some) of t his 

o May need hybrid automata (and model checkers for these) 

Also need t o look at real time issues 

(e.g .. delay between reading display and taking action) 

John Rushby-. SR I Mode Confusion; 31 

TO L earn M ore 

Our papers and technical reports are at 

http://,,,,,,,.cd.sri . co::l/progra;nft/forl1'llllrnethoda 

http://'>I ''' ''' . Cd. sri. co~rrushby/tlbstractB/hollSd99 

describes this work and provides the Murt$ COde 

,. Links t o Mur41 there also 
II~~ p 'llvvv .u1 .• rl.~· r".1I1»".bHr.<~"'At.cQ .. pO l . 

IIup, II ..... ~ . u t .... , ...... ·""""by'.bnueu/d ... 99. 
II~tp"I __ .ul .• d..cW·tu.ohby/.bn ... <u/llcl· ... r o>OO • • nd 

bup,II""". col.ni.cCOJrru.bbyhbnn.ult"·.huher.oo are o tner 
papers on this topic 

Information about our veri fication system. PVS. and the 

system Itsel f are available from http://pv~.csl.ori COlli 

Runs under SunOS. Solaris, or RH (X86) Llnux 

o Freely available under license to SRI 

John RuShby. SR I M ode Confusion: 33 

VI.l 8 

D eeper M odels o r Cognition 

Menu,l models deal wl t ll only part of tht! cognitive pror.e .. ses 

involved 'II opelatin\.l ;] COmDI(~x system 

People use different mental modelS for different Situations. so 

may also need to examine issues like "how Quickly can an 

operator load tne right mode!?" 

Deeper models of cognit ion can allow some of this to be 

explored sCien tifically 

E.g .• ICS (interacting cognitive subsystems) from 

Cambridge 

o Being explored by Howard Bowman at Kent. David Duce 

at Oxford Brookes 

In general. modern models of human cognition are built on a 

computational int erpretation. so combine well with formal 

computer science 

John Rushby. SR I Mode Cooru$lon: 32 
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DISCUSSION 

Rapporteur: V Khomenko 

Lecture Two 

Mr Newman mentioned that a pilot may treat a plane not as a single object (state machine) but 
as multiple objects. Dr Rushby replied that he modelled not a pilot, but rather the interaction 
between the pilot and the system. Mr Newman enquired if it is right to say that a pilot's mental 
model is in fact several mini-models. Dr Rushby agreed that typically for any system, people 
tend to have a number of mental mini-models, e.g. one for each mode of the system. 

Professor Schneider mentioned that there are two schools of program specification: 
prescriptive, where one writes down axioms and they define a set of behaviours, and 
descriptive, where a system is described as a state machine. He stated that Dr Rushby was 
doing everything in the descriptive style and wondered if, from the psychologists' point of 
view, people in fact use both patterns for understanding things. Dr Rushby replied that there is 
a discussion among psychologists what a mental model is: is it a state machine, or is it goal­
oriented? And there were several experiments conducted, e.g. one concerning the Mac 
interface, which appeared to be goal-oriented. In his opinion, people use both patterns. 
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