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Exlended Abstroct

A number of reliability and performéance issues must be con-
sidered in order to provide udecuate comnunication support for
distributed systems, This lecture discusses those issues, descri-
bes the design of a comrunication architecture recently developed
at the Computing Laboratory of the University of
Newcastle upon Tyne, ond examines how those issues have been dealt
with in the design of this orchitecture, This zrchitecture, fully
described in /1/, has been designed in the first place for the
construction of distributed computing systems based on high band-
width local area networks, typified by the Cambridge Ring and
Ethernet; however, the architecture has been designed =0 &s to
allow its use also over multiple and varied date communication
facilities, including wide aree networks,

Communication protocols and communicztion software architectures
for local area networks can differ significantly from those found in
other types of dats com unication facilities, such us wide area net-
works, In general, wide area networks operate over long distances
and are characterized by low bendwidth, high error rate =nd arbitra-
ry topologies which may require complex routing strategies, In con-
trast, local networks such as the Cambridge Ring and Ethernet opera-
te over shorter distances and are characterized by high bandwidth
and low error rate; furthermore, their ring and bus torologies gene-
rally recuire that minimel routing activity be performed by the com-
munication software.

Thus, the designer of nctwork communication softweare con face
two possibly conflicting requirements: (i) to exploit the characte-—
ristics of the local area network, so as sto provide arplications
with high performance, relizble interfiaces, and (ii) to make his
coni. unication architzcture usable on both locel «wnd wide area net-
works, so as to aid the development of distributed applic:.tione that
can operate on both types of networks.
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In order to teke advuntage of the local arez network properties,
the communication software for these networks may require the use of
special=-purpose protocols that provide adequi:te inter-process com-
munication facilities without introducing the overhead entailed by
sophisticated flow control, routing 2nd error handling strategies,
such as those conventionally implemented on wide area networks. Hovi-
ever, the special-purpose protocols used on one local crea network
may not be the most appropriate on . different local network, or on
a wide arca network,

One solution to this problem is to provide - stindcord communi-
cation protocol that can operate both on different local networks
and on wide area networks, This lecture argues that this solution
may introduce limitations due to wide area network features in the
design of the local area network software (e, g. vacket size limi-
tations, if an internet datagram protocol is chosen &s the stendard
protocol, or connection mansgement overheads if a transport service
protocol is chosen instead). An alternative solution, which is di-
scussed in this lecture, is to define a uniform program interface,
capable of being supported effectively by a wide variety of com:u-
nication protocols and media. The communication software supporting
this interface, @nd the software that uses this interface to support
distributed applications, can then be structured so as to take into

account hoth the local area network properties and ite intended usage,

In particular, the proposed structuring confines the use of special-
purpose protocols to appropriate levels of the communication archi-
tecture and, at least in principle, within & single network, Nore-
over, the architecture is capable of accomodating the use of wide
area networks, and even sophisticated internetwork protocols, all
without compromising the specification or use of the uniform inter-
face mentioned above,

This approach can be compared to that proposed by the Internz-
tional Standard Organization for the Open Systems Interconnection
(0SI) Reference Model, The 0SI NModel consists of a seven level
hierarchy of protocols that specifies the structuring of the com-
munications bhetween systems interconnected by arbitrary networks.
This Model establishes the use of standard communication protocols
at each level of the hierarchy in order to overcome possible hetero-
geneities between systems, and to survive technological changes,
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In the design of the OSI lodel little emphasis has been placed
on the reguirements of the applications making use of network com-—
munications; in fact those applications fall outside the scope of
the Nodel., In contrast, the approach discussed in this lecture in-
dicates that, when the application recuirements are known, even in
very general terms, it is also cppropriate to design comnunication
architectures whichdefine adequate interfaces that meet those regui-
rements, and meke use of suitable protocols (poscibly special-purpose
rether thaon stazndard) to support those interfaces.,

Thus, the architecture described in this lecture has been deve-
loped according to the¢ follewing two goals. Firstly, to provide di-
stributed applications with high-performance program interfaces to
local area networks, that exploit the high bandwidth and reliabili-
ty of the local network, and minimize possible host operating system
overheads, such as those introduced by data copying and context
switching. In order to aid the portability of such distributed appli-
cations, these interfaces have been designed so thet they can be con-
veniently implemented on any typ: of deta communication facility,
Secondly, to make available reliuble, yet efficient, inter-process
communication mechanisms that can be used to construct distributed
systems without concern for a large class of communication errors,
such as those that can be caused by network failures or host crashes,

These goals have been met by structuring our architecture in two
principal levels of abstraction, introduced below. ‘The external pro-
gram interfaces supported by these two levels have been kept separate
so as to enable the designers of distributed applications to choose
an appropriate subset of the architecture to construct their applica-
tions. The internal structuring of the architecture allows for use
of further levels, hidden to the application, that optimize commu-
nications by using, for example, different communication protocols
to perform different functions.,

The lower level of this architecture maintains the abstraction
of & datagram service that enables application processes to transmit
and receive possibly very large datagrams. The actual communication
protocols used to support this service need not concern the applica-
tions; thus, this service can be implemented on different data com-
munication facilities so as to provide what we have termed a Uniform
Datagram Service (UDS) on those facilities that shields distributed
applications from the complexities of possibly differing communica-
tion interfaces provided by those facilities /2,3/.
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The UDS is surported"sufficiently reliably' for the a:plication
process to be able to assume that, when the transmission of & dato-
gram terminates normally, thot deétagram has been delivered with a
high probability of success. The design of this particulsr type of
service has been motivated by the observation that a large class of
distributed applications caén be conveniently constructed by utili-
zing adequately reliable (as opposed to "guaranteed reliable") data-
gram—-based communications. Such applications can always implement
their ovn additiona&l reliability mechanisms, if necessary, and in-
deed they will have to do so in order to cope with host reliability
and availabilty problems (since even so-called "guaranteed reliable"
virtual circuit-based communicetions, for example, cannot protect
against p:oblems introduced by network or host crashes).

The datagram service allows the use of very large d.tagrams, =
as to remove from the application level the need for fragmentation
and reassembly of lurge deta objects, These are often expensive ope-
rations as they cén involve & large number of context switches be-=
tween the operating system and the application level. In #ddition,
this service is made aveailable via a small number of primitives clia=—
racterized by so-~called "scatter-gather" facilities, which reduce
the number of copy operations recuired at the application level to
implement, for example, application-specific protocols, To date our
UDS has been implemented on different dete communication facilities
(e. g. Cambridge Ring, Ethernet, asynchronous lines) so as to main-
tain @ uniform program access interface to those facilities; an im-
plementztion for & wide area network is also being carryed out.

The higher level of the architecture consists of & reliable Remote
Procedure Call (RPC) mecheanism which provides uniform access to both
local and remote objects distributed over the network, RPCs are 2 ve-
ry convenient means to enable "client" processes to invoke remote
services from server processes in a distributed system. Conceptually,
a very simple protocol is needed to implement an RPC mechenism: the
client sends its service request to the server as a'call" message,
end waits for a reply; the cserver receives the call message, performs
the requested service, and sends the result as a "reply" message to
the client, However, despite the apparent simplicity of such & proto-
col, & number of relisbility issues are involved that require coireful
analysis during the design phase., In fact, an’ adequate RPC mechanism -
must cope effectively with any residual unreliabilities of the under-
lying communication facilities (e. g. message loss, duplication), and
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with problems &arising from crashes of client or server nodes, For
example, unless preventive measures are implemented within the REC
mechanism, it is possible that ¢ se:ver, in the presence of some
such events, receive multiple "call" messages for a single invoca-
tion by & client, thus giving rise to superflous and undesircble
executions (often referred to as "orphan" exscutions) /4, 5/.

The FPC mechanisr: introduced in this lecture has been desgigned
to deel with these problems, particularly possible crashes of net-
work nodes and processes, This mechanism implements remote calls
characterized by "exactly once" cemantics, i, e, successful termi-
nation of a call impliecs that exactly one execution of that call
has taken place 2t the server /6/,

The communication architecture described in this lecture has
been used to support the development of experimental versions of
the Newcestle Connection /7/, a software subsystem that cllews the
construction of a distributed system, named UNIX United, out of a
number of physically interconnected UNIX (1) systems. This archite-
cture has proved very convenient in the development of this particu-
ler distributed application; however, we argue that it mey well ful-
fil the needs of a wide variety of distributed applicationes, and pro-
vide a suitable basis for their implementation,
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DISCUSSION

During the lecture Dr., Panzieri was asked by Dr. Zimmermann what
the improvements in network performance he quoted were related to. He
replied that for the PDP11/Cambridge Ring/BBP combination the
improvements resulted from the addition of a UDS "adaptor", whereas
for the Perq/Ethernet/ECMA the improvements were due to both a UDS
adaptor and an implementation of the Basic Block protocol. The
application from which the results derived was a simple
request-response program.

Another question on the UDS protocol came from Mr. Wood, who
asked whether the performance improvements were due to the use of a
better protocol or the addition of the scatter/gather mechanism.
Dr. Panzieri replied that, for the PDP11, approximately 10% was
attributable to the scatter/gather mechanism, the remaining
improvement being due to the decrease in context switching, whereas
in the case of the Perg the major improvement was due to the switch
in protocol.

When outlining the orphan prevention mechanism Dr. Panzieri was
asked by Dr. Larcombe whether there was a fixed deadline for orphan
killing. Dr. Panzieri stated that the deadline was passed as a
parameter to the call.

Professor Tanenbaum claimed that exactly once RPC semantics were
impossible to achieve and gave a long example (involving valves in a
chocolate factory!) supporting his case. Dr. Panzieri replied telling
Professor Tanenbaum that he had misunderstood (or forgotten) the
definition of "exactly once" RPC semantics.

Dr. Cohen wondered what would happen if the "incarnation number"
was lost. Dr. Panzieri replied that this would not occur because the
inecarnatior was saved on a stable counter,

D». Larcombe expressed a worry that some sort of stable clock
was in use, to which Dr. Panzieri replied that no sychronisation
between sites was involved. Dr. Larcombe asked who was responsible
for incrementing the incarnation number. Dr. Panzieri replied that
each site inerements its incarnation number when booted. Dr. Larcombe
further expressed a concern that there might be some exchange of
time-based data between asynchronocus processes in the system. After
some discussion Professor Randell pointed out that it was implicit in
the mechanism that clocks could not go backwards. Professor Wells
questioned whether clocks must go forwards, the reply to which was
that a strictly monotonic cloeck was assumed by the mechanism.

Dr. Burkhardt stated that he appreciated that the model outlined
gave higher performance, but that there was really two failure
classes; communication and site crashes. There was also an assumption
in the model that there would be a stable configuration, this would
not be true for systems using the OSI model. He was concerned that
recovery from communication failures would occur at the application
level which would lead to a decrease in performance. Dr. Panzieri
noted these concerns.
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After further discussion about the reliability requirements
Professor Randell remarked that the concern must be with achieving
high performance, with '"adequate"" reliability, since 100%
reliability would only be required in relatively few cases.
Dr. Burkhardt replied that this was fine for LANs but with Public
Networks, where traffic schemes might not be known, the situation was
different. He continued by giving an example of a Public Network of
which initially provided a datagram service and eventually switched
to a virtual circuit service to meet performance, and client,
requirements. Apparently this was something that the academic world
should recognise.

A discussion followed on datasrams and timeout intervals. A
pragmatic Professor Needham remarked that from his extensive
experience of LANs, some using satellite links, timeout values did
not matter if there was little chance of an error occurring.

Professor Tanenbaum stated that Wide Area Networks were of
little importance, particularly if the amount of traffic on LANs and
WANs were compared. He claimed that the level of traffic occurring on
a LAN would be much greater than a WAN therefore the model presented
by Dr. Panzieri was the correct way to approach the issue and the OSI
model was wrong.

An argument between the various WAN/OSI and LAN factions
resulted, which was brought to a halt by Professor Randell who
thought this could be saved for another time.
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