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Definttion of a Humar Hight  the vight to protection of
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Legal provection of individuals! pyrivacy.

lerta | protection of indivicduals' angd Llegal pevsong' peivacy.

Lagal protection of indpvidualszs againgt the misuss of
information about theamn.

larga l protection of individuals and legal pevryony against
The mixus of inTormation.about them.

A legislated "code of conduct" for the handling of
(personal? informalion.

Frotection of national commercial inter
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1.5 The contents of the naticonal data protection actls

The mixture af in

a, siaplified, comparative overview of main aszpects of the laws
enacted 1981 thvyough 19819.

In general, one can vecoanize the tollowing main sectiongy

Constitutional / basic vightis), purpase
Dafinitiong, soope

Data subject vights

Data CFile) controllery (user) obligations
fdmivistrative control systam

F

Sancltions (penal J civil lLawd.

sidesr these geneval sections, an act may addvess oneg or more
el fic areas, such as:

Eaves—dropping, stc.
Transhovder acoess
Sevvice bureaus

= Dredit referencing
Divect mail.
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In today's and tomorvow's world, inforaation technology will
play an ing gingly ifmpovtant vole and will, therefore, have
a dirvect effect on gociety and individual citizens. Data
Controllervy (Uservs) have s moval obligation to congider bhow
their collection, wognel oo emimation af information in
gavaral, and of par va L information in particular, influences

s ety and data subjects.
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What ave, then, the praclical covseguences for any Data Controller,
whether campany, association, governmendt agency, universily, elo.?
ble veocommnend The Tollowiog:

cetab Lish the minimal ovgenization / administration that is
v ovder b
naure adhevence tao internal principlesy / practices
@rsure Compliance with legal requirements
oo Fubtibl o the bhuveawcratic reguirements.

3} Frne The internal principles and practices.
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. the different national acts

the international instrumer
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Year Enacted

73

1978

79| 81

Country (see below)

SCOPE
Individuals only
Individuals and
Corporations

EDP only
EDP and Manual

0 e
0 e

0e
® ]

DATA SUBJECTS RIGHTS
Information when Data is
Collected

Information that Data is
Stored and so on

To Enquire and Receive
Copy

To Request Correction
and so on

Cl

DATA CONTROLLERS'
OBLIGATIONS

For Business needs only
Specification of Purpose
Fair/lawful Collection

Data Quality

Security Requirements
Sensitive Data Restrictions
Sanctions

e ee

ADMINISTRATION
No Registration
Registration only
Registration and
Licensing

IFF Regulations

O
[ ]

1: Sweden 2: Germany 3: Denmark
4: Norway 5: France  6: Austria
7. Luxemburg 8: Israel 9: Iceland

Z Partly applicable
@ Fully applicable
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PROTECTION OF PERSONAL DATA
MAIN PRINCIPLES AND PRACTICES

® THE PURPOSE FOR WHICH PERSONAL DATA IS
USED MUST BE CLEARLY DEFINED AND
SHOWN TO BE IN SUPPORT OF VALID
BUSINESS NEEDS.

@® ONLY PERSONAL DATA THAT ARE RELEVANT
TO THE DEFINED PURPOSE(S) MAY BE
COLLECTED, STORED, RETAINED,
PROCESSED, AND COMMUNICATED.

@® PERSONAL DATA MUST BE COLLECTED BY
FAIR AND LAWFUL MEANS FROM RELIABLE
SOURCES.

@® PERSONAL DATA MUST BE CORRECT,
COMPLETE, AND UP-TO-DATE.

@® WITHIN THE DATA CONTROLLER'S
ORGANIZATION PERSONAL DATA MAY BE
AVAILABLE ONLY TO DATA USERS WITH A
WELL-DEFINED NEED-TO-KNOW.

® TO THIRD PARTIES, PERSONAL DATA IS TO BE

COMMUNICATED ONLY:

— WHEN REQUIRED FOR VALID BUSINESS
REASONS, AND

— WHEN LEGALLY PERMITTED, AND

— IF LIMITED TO THE DATA REQUIRED, AND

— |IF THE RECEIVER GUARANTEES
EQUIVALENT PROTECTION.

® WHENEVER FEASIBLE, PERSONAL DATAISTO
BE PROCESSED AND COMMUNICATED IN
AGGREGATE OR ANONYMOUS FORM IN
ORDER TO AVOID IDENTIFICATION OF THE
DATA SUBJECTS.

@® ALL INFORMATION CONTAINING PERSONAL
DATA MUST BE CAREFULLY CLASSIFIED, AND
PROTECTED AGAINST UNAUTHORIZED OR
ACCIDENTAL DISCLOSURE, MODIFICATION,
OR DESTRUCTION.

® DATA SUBJECTS SHOULD BE ALLOWED TO
REVIEW THE RELEVANCE AND THE ACCURACY
OF DATA RELATED TO THEM.
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PROTECTION OF PERSONAL DATA
SCOPE

s

® ALL PERSONAL DATA SHOULD BE
PROTECTED, REGARDLESS OF DATA
HANDLING METHODS AND TECHNIQUES.

® WELL MANAGED, COMPUTERIZED
INFORMATION SYSTEMS, WITH EFFECTIVE
DATA SECURITY, MAY WELL OFFER THE BEST
PROTECTION OF PERSONAL DATA.

® PERSONAL DATA IS OFTEN LESS WELL
PROTECTED IN MANUAL FILES.

PERSONAL DATA PROTECTION PRINCIPLES
AND PRACTICES SHOULD APPLY TO BOTH
COMPUTERIZED AND MANUAL DATA.

@® PERSONAL DATA PROTECTION IS PRIMARILY
CONCERNED WITH THE PROTECTION OF THE
RIGHTS OF INDIVIDUALS.

NATIONAL DATA PROTECTION LEGISLATION
SHOULD PROTECT INDIVIDUALS AGAINST THE
MISUSE OF THEIR PERSONAL DATA.

HOWEVER:

® EACH EMPLOYEE, CUSTOMER, SUPPLIER, AND
SO ON HAS THE RIGHT TO EXPECT THAT A
DATA CONTROLLER CAREFULLY MANAGES
ALL DATA RELATED TO HIM.

@ |T CAN BE DIFFICULT TO DRAW A LINE
BETWEEN INDIVIDUALS AND COMPANIES.
FOR EXAMPLE: ONE-MAN COMPANIES,
PARTNERSHIPS, OR ASSOCIATIONS.

® FILES AND APPLICATIONS OFTEN USE DATA
RELATED TO MANY DIFFERENT KINDS OF
DATA SUBJECTS.

WITHIN A DATA CONTROLLER’S
ORGANIZATION, PERSONAL DATA
PROTECTION, PRACTICES, AND PRINCIPLES
SHOULD APPLY TO ALL DATA SUBJECTS.




DISCUSSION

Professor Griffiths said that French Data Protection law
administration seems to be way behind the actual terms of the act,
and asked whether this was standard throughout Europe.

The speaker replied that this is due to the fact that besides an
act itself, one needs to set up practical administrative machinery to
make it work. For instance, if the act itself is vague, it has to be
decided whether to include manual records as well as computer
records. In Luxembourg, thousands of forms were sent out for people
to fill in, then nothing happened for a long time. In practice, it
appears that about three years are required to get things under
control.

Mr. Dunlop asked how IBM dealt with awkward cases such as data
on citizen A accessed in country B using a computer in country C.

Mr. van Tongeren replied that IBM France tends to use French law
etc., but the problem of trans-border data flow is tricky. In
practice, one has to work in such a way as to uphold the law of each
country involved. This has to be carefully devised beforehand to be
as general as possible.

Mr. Amery pointed out that a citizen of Australia can be
affected by U.K. data about him, and data doesn't have to move.

Professor Randell asked about inconsistencies between different
countries' laws. The speaker replied that if you read the various
laws, they do appear to be quite different. However, in practice,
they are not really very different when administered.
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