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·1 

U F 

:[·t Seelll~~ ~~el·l~~il:)I. e tC) ~~ ·tar·t a (:[i~~Cli~~si(:)r l I:l 'f ·ttle (::c)rlj~e 'luel'lc:ej~ c)'f 
dat a I:)l-(:)·tec tioll !.egij~la·tioll wi·ti, ·tj·le ':I.uej~ti (:)rl wtlat ·tl·l is l.e9i~~la·ti(:11·1 

IS r·E·aLly (·:·Ibuut., I...nok i n9 d'l: th(·:·:- r~ xis ti '(lq ·(la"i" i or·li:·11. I. a ll,1 in Fur'ope:'1 
()rle C:(:)(lle~~ S() ()llOl" (:))- La·tel- to ·tt)P (:(:ll·)Cl.llS i())·) tj'lat ·th e alls wer' ·to 
·ttla·t ' :I . !le ~~·ticll·1 i j~ )') (:)"1: s el.·t - ·evi(:!erltA 

,:;' D In E·:' Cl f t h (.:.~ ((I (':'J Y' (.:.:, c '::'! \. :. (.:.:, d JUS' t ; I cl .::1 'i: :':': 11 D.,.' 11 'f i I. (.~ .:~ 11 d c: ·l.' S" D In (.:.:. "i: i if! (.:.:, .::: 

iAl ith -[-ne·:, ,':'iddi tio'n cif II P C':'YSDi"1::'lt li «(':':' ",()A D(·:·~nll·I.:':"!r · k.' !'~n·;·I.i,J~:·!Y! S'II.J(~·.' dc:n) .. 

Cl t h (,:·.'y· S {":"I j"'(,:,:, fl lu r'c' pr r:·c ! s·t:· } Dr' (,IDr' (.:.:. i. i if' i t i":"l t i \iC:'?} in u.s I 'nq 11 d (;', t (':", 
P )"u tc'c: t Ion 11 , 1;,1 j th or' V .. I it ho u. t lip c!r' s'u r'I (';l L 11 < (.:.:, '" q., (.~ l .\S· t r' i ,':'1 I Gpr' 11',1:1 ny' , 
U !<) .. 

'rh OS i':': us i n(J tb(·:! r:·r·(·:·:"nch !. (]r'I(JIJ,Elqc' 
LU,X(·:·:illbur·q dct sh I fts' '1""1" 0(11 Ilddtd 

111...Di r· (·~'ql.i!:!(' l{·:·:'nti·:·l nt Llu-l:i I. is'::lt i O'n 
t. ~:':S' t .·· t l j t (·:·.'(t)(.:.!1") -I: s j n for' flld t i <I. U(.:.~s 11 ., 

(':'1 C t I lA' c·:·:· s· (.:.:- E':':' for' t h (.:.~ f i )~ s t t i III (.:.:, 

IIL..oi r·c~l.a tlv(,:,,; ~':l 1. in for'llld "l"j'lU C!! 

,':'1 rE'! 1(10 '," (.:.:. i It 1 d (.:.1 I 'n d t I v i':'! r. T h (.:,) 
pl"OtC~C t ion H to I!d~':l ta u::.;·(.:,: I!: 
clp~~ !:IC)I'lrlJps nC) lllina·tiv p~~ dal'l S 
:[1'1 tl'l e ·ti·tl. e (:If ·tl·lP F~l"el'l(:ll 

~ugges·ti(:)n (:l 'f a wicler vIew : 
dU X fie h i (.:.!'( S El t a l.l.):: I. i b (.:.! r' t (.~ s· 11 ., 

'J' I'le I!S llt)·ti·tL p ll (:l ·r tl'lP l.JI(· ac·t C:C)MeS V P1" y (:I.Dj~e ·to ·tl·IP titLe CIf 
t !'lP L .. lAXPIllh lll"g d(::t !IA)', A(:t to )·· eqtll.ate tl'lO liSP ()f dlltoma·ti(:al.···· 
I.y ~)r'Dc:esse(:1 il·lf()l··ma·tiol·l l"eLatirlg 'l e:) i n(:li viclual. s al'l (:1 ·the 
P'( O\iISiol"l of sr:'r'''''/I c c's !n r'c! s'pc'c:t u·r such infD)"'illi:'i-J:ionAI! 

CD'ncLus'iu 'n: iy', th(':'~lr' t itL E'S'} thE'S(':':- i:'I Cts .~::ttlte·:·:' pr' i(l"Iar' i Ly that th(·:·~y 

~':lddr· (·.:!S5· thf~ i.:::slJ(-:-) D'f p(·:·~ r·sona I. in 'f o r'(I) c;'I "l" ion, hand I. eel thr'uugh SDII1(':'~ 
k i r'l d 0 '(-" {':', u t UIlla t (·::.,d in 'fo'( iIlc":'; t i Dn pr' DC (,:~\S S i n9 (cl (.:.:, f i 'n i t IO '(j D·r: 11 cl ~;'! t ,i:) 11 ) .. 

. " ) 
A .. : 

T h c·:·: t 'Ai Cl i'n t (.:, "(' 'i""! ,':i t i D"i'"1 tJ I. cl l:'1 t (';) p r ' C) t (.:.:, c: '1: i C)'n i '(1 s· t r' Lt 11', f:' r 'S t S' ;":', r F::' 1i'1 U C h (1'1 Cl r' c·:·:' 

c·:·:' x p Lie I "i: 
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DEeD: " Guidc·:·l.i n f·: s· on t he; P'I"o t (·:·:'ct i o n Df' Pfi v dC';l ,dn cl 
't Y'dllj;t)(:lrr!eY' fl.ow ~; I:)'f FlP l" S(:)Yla L !:la ·ta " , 

Cu un c: i L (.If :q riJPI:?: IIC Oi'l\iC!r'l"i:i() 'n 'fDr' th e· pr nt,::':'c: 'l' l un uf 
i l · l(:t i vidllal.~; Wi ·ttl Y' pgal" c! ·tc:) al!·t (~Al a'tl ( :: pr' ( :) (:e s:~ il'lg (:)'F 

PC')" son ~·:·I !. d at .:':) 11 , 

I r'l -I: 1"1 1-:-:' s· (.:.:. tit 1.<-:-:'5" I th(·:·:'r'(,:·! is ElY) i '(It (':':'Y' (,:·:,s·-l: i n<.:J sh i 'ft frull'l "p'(otE'C: t i O'i"J 0'1" 

(P(·:·!l"SC)),li:ll.) d<':ltd ll tD I!pro'\'(,:cliDn Df Pl"jVdC / / individuaLs " ., 

:[ 1'1 (::Ol'l·tl· · a~;"t ·t (:l tJ'le Ola·t ·tel""··C)·/-,·Fai::'t 
(:: (:)Yltairl eXj:)I.ic:i·t j;tate(lle Yl·t~; al:)(:Ju·t 
<:lr' e inte:ncl(·:·:ci t() be:· I ac1dr·(·:':S'S·f,:·d by 
ph r' ElsF!S' : 

tit Les I S(:) III e:· of th(,:·:· 
·the (Ilail'l pr·iYl!:iFll.PJ; 

th(.;,: 1.(·:·~qisl.atiD·n ., L(·:,:t 

nat iUrld I. dCts 
t 1"1 ~':'! t ~':'I r f::.:' ) Cl· ... 

{!le: '1 l.lUtc: S' O{11C:' 

(IU S t '( i ~':I' " ·,.J(·:,:d(·:·!'r" fll l:·! r l n h~':'l t (:If'tsp r· u.c:h (';'Iuf C;(·:,:·l'ic, i (l'!h(·:',1. tu 'r"I ~~ de:'( i h'!"I 
])p ·tl·· ·p'f f erlclpl·l 1:)el" j; C)llbe z (:lge llel'l Date)l ) s (:lw ei t er' (Jdr'a n cifl S(::I·lll·tl·· 
wiil"(:lige~~ :I:rl·tel-e~~~; e ! in sl:lej; (:) Yl(:lel"p !lll !·1il·1 1:) Lil::k dut A(:l'ltll11g s e irlPs 
F' l" ivi;l 'i: " u.nd Ff:t(!li Li(?nL c~ bc:ns'l hEl t 11 

C· (.:.:. r' (I ', (':'1 n y: 11 I;'~I Lt '1" q (':'1 b f .. : cl (,:.: s :0 d t (.:,: r'l S c: h Lt t z e:· s i s t c:· s') cl u. y' c h cl (.:.! n S; c: h u. t z 
1:)el·· ~; o l·lelll:)ezogeYlel" Daten V()l" Mis~~l:ll"all cll tJPi il'II"OI" SIJ Pi(:tler'!11'19 1 
l.Jeberolit·tlllng! ver'~llclerUrlg \ln c:1 ,d~~c:t)llrlg ( X)a ·tel'}VP1··a)"t)eitllflg) der 
B (·:·:'(·:·.\ i n'i:I":':lch-J: i 9Ung S'ChU.tZll.,ri.I.·)'· d i qc''!'' :U(·:·:· 1.-:·:lnqE' elC!l" lletr'offf!::nf2n c:'nt9fo:(jf~\n-" 

F:'r' (':'I 'ne (,:':': 111... I i nfDl" m,':', -!: j 'l 1.1(.:,:. dn i t (::. t r' (.:.:. (':', Lt se:,)" vi c: (.:.: dE' ch d 'll.IE· c: i 't· oye·n .• 
. :',:' n n cl (,:.{ v !-:"! t DPP I::~\ 11', (,:.:'!"I t cl Cl i -I: S lOp (.:.~ I" (.:.:'( cl ~':I n s I. (:': c: d cl j- (.:.: cl (.:.: I. d c: DO P 6 1" (':) t j 0 n 
i·n'l'c:')"·f'!(·:·I"tinrldl.c·., [l.l.c,:, )"r(':':' dDit po',.. "l'e:r' dttf:::i'f',tc,: ni "a I.'idc: .... ,tit~/ , 
h U.I:la i "('f(':': I 

!. i b (·:':r' t c:-'s 
ni aux dl"oits dc.' l. ' hOf,I(!If:) ni .E, I. a \ii,::,: pr·iv(·::·(·:: } ni dU X 
ill(:livi(:I\leLl.e~~ C) l! 1:)llbl. i~i,ueSA" 

I l'\ S ll (:tl ~~'td'teolellt~~ ) (:)l'le f i l')(:I 'j; ·tl·IP eX!:II"ess I Ol'j ()'F 

.;;)'n d t he:· r·,{·:·:'c·:·:d tD PI"Dt(,:·:c:t ir'lcI iviciu(·:·1 1. dncl 'I"":',(i',i I.y 
l: ) (:) s ~~i t)le flli ~;llse (If 1:)Pl"SO)·ldl. il'l'f ()I"rllati(ll'l~ 

l:l r (Jad I'lunldn 1·'igl·l·tS 
i f E' (;'1 (J ~':'! ins' t t h (,:.:' 

(J'f C()11 1'se! ·ti·tl.es al 'j d state(llPrl·ts C)'I" IJ1"il·)(:iF11.e reveal. Ol·ll.y 5(:)(110 
aSI:IPc·tj~A 1:1'1 Clr'(Je r' ·t !:) really !:Iec:icle Wl·ld·t 'ttlej~e dC:ts ar'p db(:)u't l 
(:ll'le I'la~~ ·to a11al.YzP ·ttleil·· ·I"(lll. (:C)l'ltent~;, WI·li(:.I·l is (:)ll·tsi(je ·tl·le SC()I:lp 
(:1 '1" -I:tlis F1dF)Pl"A 1·1()wevPY· 1 t)dvil'lg wCly'l<od 'FClr' a rllli~ber (:)'f year' s Wi·ttl 
th(·:~ s(·~ ac'l:s in P)"":lctical. l.ifE\ I h<:'J\"-c: b(·:·~curllc·: C:Dn\iinc:(~:d 0'1" d 'fact, 
Wll i c:tl I~~ al.Y·ea(:ly ~~uggei~te(:1 t)y tl'le~ I" ti'tl.e~~ ancl sta'temel'l"ti; o'F 
IJl'· il·)C::ij:'!.e : j't i s l'l(:lt !:)C)~~sjt)Le "t(:) (iP'l"i)'le ~~illll :) I.y d )'I(:1 (:I.eal··l.y wl'lat 
·ttlP SP d(::t~; ar'p atloll"t ·l·tlPY al. ~~t)(:)W a S(:)illPw tla ·t (::(:lnfusing nl i xture 
CJ'f p l"inc:ipl.(·:·!S ,]nd i:IPP 1"uac:hc'::.;:" In C\\iF')"'Y actl un(·:·) Cdn id (·::·nti·f y 
.:·:·II.IAld YS SUii'I(':':'} i:'lnd sOfr"I!,:·:·tiill(':·!S l:·II.I.} of 'thf'! fDI.L()IAlin<] PE1"PClSE'S: 
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I. 

., ., 

D(·:~f i nit i en. Cif ~1 HUli):';) i" I·' j (.:'I'\'i: th;::~ r" i (.:,II";"i: to pr"Cite' ,::" ";" I on ut 
I n d i v j d U (:j L \. d n cl "f ~] {il i l. v :: L i ';: i;:.:, ... 

. f~9dl. pr'Dtc~c:tlun of t nd ,lvicl uaLs' ~'jqalnst thc~ {ljislJs'('~ D'f 
ill"fol"fna tic)Yl ab(:J tlt ·ttlem. 

L~:·:9i:·tl. pr"Dt(·:·:c:tio n of individual.s Elnd I.f·~qdl. pPl-sons i:19a ins t 
the misllse of illf()r'nlatiol'j ·aIJout them& 

A l.f)9i .:::t~ltt:::d "CCJdt:~ of c:o'nducl ll fOl" i:hE' h~':'lndLinfJ of 
(pE·) r" SDn~:i t) j nfOf"(llj:'r t i on ~ 

I "!: 1St I"} j s' rn j '1: ":: tt."( c! ("0 fin t (.:.~ n 'I- i (:) rr s t h 1:1 t f!l d k~? :::: ItS 0 cl: f -r i c u. L t to 
2sse~~s wtld't ttl2 (:() n~~e(L (l enC~jr of (lata ~)r·Q ·te(: tl(:)rl Legisl.d 't!!:) )") ar"p 
:: :.1)"" shnu I.d bc.' ~ 

fhe Ill ixt U.I"P of I nt("?ntiuns and <":'lppr"':)dchF:~s i:~: r"f::"~fti::!c:t("2d by thc-:' acts"t 
(::c)ntents, W~lj(::tj aLways (::(:)VQ1- cl val""ie"ty of aSF1e!::ts. F~ig4 1 corltairls 
d, s-imptifit::cI, cOf(lparativl?~ ov{:~r" v ic~1A1 0"( i!l-]in (~S"PE'c:t::;' o"t' th("~ 1.<:lVJS 
f::'n'::lc t~:,~d 1973 'I: hroo,qh 1901 4 

-, l : (Jl'lj~'tit tltj(:)I'ldl / b asic l-igl'lt(S), P ll l'"pOSe 
l)e f i rliti(:))"lS, scope 
Dd'la s llb,j ect l-jghtj~ 

.... D~:l t~:'1 (f i f.f~) contl-o I. 1.(':': 1'" (U.S"t::·:l") Db!. i (j\':"! t i on":.:: 
A (jrllil 'li ~~"tl"dt!Ve C(Jl"lt l"ol" sYS"tcrll 

S'a nc"l"io 'ns (PE "Od l../ civil. l.dW)", 

Be~~i (jes ttlose yel1craL 5~e(::"t!()I "IS, dl"l act (flay dddl-es~~ 011 0 Cll- m()l"O 

spf:c i fic dl"f:"!~;I S" , such as: 

Edves-"dl"'C)P I' illg, etc 
" '")"'dl"lS-bc~r"(lel"" access / pr"c)c:essirlg 
S E': !"" v i cc.' bu."I"(:~~:jUS 

r:r'e cl i·t l""efer"encill(j 
Dj r" E:C t fnd f L,.. 
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' ) 

~~ ts , .. Drl~~i~~t of 0 olix·tlll··G (:If l·· ig h·t~ 01')(j ~11··ir!l:ipl.e~~, of nl(:)re or' l.pss 
d !-:-: t (':'j i f. r:' cl r' u. !. (.:,:, s· cl r't d r' I::'! (J u. I. ( ':'j tin n S'; d 'n d 0 f d n (':'[ cl lil i Y) i s t r (] -!: i v E' C C) r'r '1: r D L 
S"}' S' t (.:~ 1ft" 1 t j s·.' thE' r' (,:~, ·f 0 r' C); not C, V 1 cl (.:.! n t V,I h d·t t hiS" t I::~ (J I s· t ,.:1'1. j (J n VJ·3 n t s-
·t!:) dc:tlievPA A~~ cl l·e~~ul.t! ·t~le C(:)DSe(l.ll0rlc:es (:)f (:Ia"l:a P)··(:)toC::tiClYl 
1.2gisLatioll (:lepCI'l(j lCJ d gl"eat ex·tell"!: 01') !'IC]W tl'l is l.dW is IJ el"(::eiv2(j 
b}' s·oci!·:·)ty ... 

V(·:~r· y sc:h ern 1:'1 t j c: d L I. Y" c·n(·:·:' c: ,.":"r n .:':l:l '/ t h i:'1 t t his' 1.(;"::(.:.1 is!. (':'r .\: i D'n d ne!) t hC-:':'l" (.:.! .... 

f'ol""?) its c()nSf-!'{u.c·:'nc:c:' ·:·· 1.11 the·:' D(·:'!'t'a C:untr·ol.l.l·:-:-r·S' (!...l.:::(·:·!r·::::) can hI'? 
pc!r·c ~:·:' i v(-?d i"(1 th)"E'C' d i ffc:"cc!nt 1i-.idYS· 

c.: Cl n s c·:·: '1 u. f·; 1"1 c: f:! : 

1...1 '(i cl c·:·:' r' ,:: t I:j r'l d 

.1 .... 
I. LI 

CD(!"!P!. i (:1 nc i::.:' 

th,:·::\ L(?\Jd I. 

Data ]:)·l~~I:)e(::t(Jl··d·te (l~ cgl.:~ ·ti··a l") A 

Cons· f:::;'lUf:·!nC:i::-!: in addition ·tu d) ~';lnc:l b)} C!,·:~fine in"i:(?rnai. p'('incipt(::!s' 
(:'1 n d p r' ;":'1 c: tic: (.:.; s' . 
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In todd,' I .'~: Eind tU(tlDr'r-oll,1 I S' :,,10'( Le!, i '(1 'fDr' 'ilEl 'I: i on ,t"~:,~chno LO(JY I,J i I. I. 
F) l, dY an i ncr'(-:'?dS' j nq I.y i (flpor' tdnt 1-01.(? <:'1nd tl,.l i I.:, I tht~I"~:,~for'(,~) hdve 
~':l dir'f:')c'I: (,:,)'f'f(,:,:c'l' on SDci(!i:}' and indivic!u ti l. c:i'l:i:~~{,:,:'ns .. Dl':'rti;) 

(:;(Jlltl"(:)I,I,er'~~ (I,JsP)-s) l'ldVP a nl(Jl"aL (Jbi,iga'ti()l') to (:()11Siclel" tlClW 
thc! ir cc:rI.I.C!ctiUf'!! U,S'(,:,:, l':';nd clis'S'f')(llina "t' iCln of info)-(rl,:'r'l:ion in 
(J(,:n 1:::')-al.) t:lnd of P(':':'l"SOrlal. infDl"(i"ldtion in pal"tic:ul.~':ll"" infl.u(,:,!ncE's' 
S(:)(::iety afld (Ja'l:a ~~tlt)jectsh 

~at~ 5l!b,iect Cl!"gal')jza'ti(JllS sue!l 
c,,)'n,:::U{!'!C:l" 0'((.:.1 an i ,i:Ei t i OriS") U'O j D'(,:::: J 

thc~ d(':l'l:d s'ubj':':'!C'I:l s f.~::\qdL r'i(Jh-!:s' 

as clvrl. r'iqh'ls ~':'!S'sDcit:",!:j()nsl 

bJo'("k CDI..!.nc i I.s J etc .. ti.,l iLl. H,::(':? 
,to ell~l11"P cl (:dl-P'FlIl dl'l!J 

l!Jhdt ar'f'!1 thf:l"l) thE' pl"ac:'l' i ca f. CDrIS'P'lEE'nC(':':'s fo," any D(]ta Con'l"(C) 1.1.(,:,~r' I 
ll,rhElth('~)I" CO{(rpany'! (:I::::sC)c:it'~tiun) 9D\!t:~1"n(ri(,}nt d9(,:,:'ncy} uni\i('~\l"S'ily) (,:~'l'Ch') 

We re(::(:)trI0121'lCI tl'12 'f(JLlc)w 1rlg: 

a) :s'tatll,istl 'tt~e olirli{rldl, clrgaYliza'l'icln / dclnl inis'tr'ati(:)fl tl'lat i~~ 

n \~;' (,;; d ~,:~ c! I no," (] (,:~, l" t C) : 
enSllY'p adtler'eflce to iflter'rlaL princjples / practices 
F!ns' U 1" El c: Dft'rp i. i d ne (,:~ W i -!: h !. (~~g d i. I" (':'~'lIJ i j" f:~(Il(,:,~ n t S' 

'i't.\L"fi 1.1. th(,:,~ bur(':'~l:'rUC)",(':'rt ie '!"e'luil"(':'!{rlP'n'l:s" 

1)) De'flfl e 'tile il'I'tel")')aL 1:)l"il1cipl,es dll(j ~)l"acti(:e~~A 

(Tak8 as mill ir!'!'lnl +1')2 1:)I" ir}c:iF)l.es (:ll.\ 'tI. il'lOd 1:IY: 
';'I'lr.:, na t I und I, L(,:,!(,:,I i S L{;l t ion 
tt12 differ'ent nati()naL acts 
thE' jnt(~r'ndtiunal. ins-t-r'um(-::!nt sA 

c:) Irlfi:IY'Ol {Ildnagelt'rerlt dl'l(:1 employees' 
1::'u.b!.iS'I'r (,,~:'ds'y""tn""r'(~(:'rd i nfGI"wation (r1at(~r'idl. 

I'o'fO'1 (ill E'ciUCj:'rtC'! I nS' ll"uC'l:" 

'" 
"',, F!qh 

tl"ies to expLall'l 1'112 CO~lpal1Y's (112:11 Pl"jll(:iples and lJl"acticps, 
I/,.Ih 1 I.f-:' F i (3" :,3 S:U.itlffrdl" i z~:,:s i -!:s' PO':;' i -!: i on on thE' SCOPt'! o'f dr.'lta 
Pl"D'!:PC t j on:; .. 
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wel. L defil'lP(:! l~tl1 " ! :)(:)j~e(~~) arl(:1 (:)Wfler' 
i~.! E·.\1.1. d(·:·.\finc,d d~':i t d s"(JU.·(C(·:·~S·1 pr·Gvici.:-:·!·("s 

dl'lej e:(:IL Lee:·t l(:) Yl o l etl'l(:)e!~~ 

l'lP(:eSSdl" Y (jata el.emel·lt~· (:))'lLy 
l 'leCPSj~al"y (ca ·tpge) l · · ie~~ of) (:la·ta Sil tl. j p(::·ts Olll.y 
l;·.lf~ l. I. dc·:·!f j n(·::'c! pr·DC(·:·:'S·S· i )"!(J (,':iPP 1. i C,'~ t j on5) 

n f·! t:-:' cl ... '1: D···· k n Cl 1.10.1 cl d t a Y' (.:.:, cc·:·:' j vc' r' s' / u. s· (-:.: r' .::: Cl n f. -/ 
a(:iP'l.lldte il·lfC);··fila·tiIJl·1 5yster!IS j~e(::111-i·ty 

wel.!. (:Ip'firled pr(:)c:PC:IIIY'es fCII" tlarld!.ing (Jf 

clata 5U!:I.jC(::·t l··e'~.!lest~~A 
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Year Enacted 73 
Country (see below) 1 

SCOPE 
Individuals only • 
Individuals and 
Corporations 

EDP only • 
EDP and Manual 0 

DATA SUBJECTS RIGHTS 
Information when Data is 
Collected 
Inlormation that Data is 
Stored and so on 
To Enquire and Receive 
Copy • 
To Request Correction 

and so on • 
DATA CONTROLLERS' 
OBLIGATIONS 
For Business needs only • 
Specification of Purpose • 
Fair/lawlul Collect ion 
Data Quality • 
Security Requirements • 
Sensitive Data Restrictions • 
Sanctions • 
ADMINISTRATION 
No Registration 
Registration only • 
Registration and 
Licensing 0 
IFF Regulations • 

1: Sweden 
4: Norway 

2: German y 3: Denmark 
5: France 6: Aus tr ia 

7: l uxemburg 8: Israel 9: Icel and 

::J Part ly applicab le 
• Ful ly applicab le 

77 1978 79 81 
2 3 4 5 6 7 8 9 

• • • • • • • • 
• • 0 • • • 
0 • • 0 • 

• • • 
• 0 • 
• • • • • • • 
• • • • • • • • 

• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 
0 • • • • • • • • • • • • • • 
• • • • • • • 

0 • • 
0 • • • • • 

! 

¥ . -. .' ... ', - . 

FIG . 
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PROTECTION OF PERSONAL DATA 
MAIN PRINCIPLES AND PRACTICES I PROTECTION OF PERSONAL DATA I SCOPE 

• THE PURPOSE FOR WHICH PERSONAL DATA IS 
USED MUST BE CLEARLY DEFINED AND 
SHOWN TO BE IN SUPPORT OF VA LID 

• ALL PERSONAL DATA SHOULD BE 
PROTECTED, REGARDLESS OF DATA 
HANDLING METHODS AND TECHN IQUES. 

BUSINESS NEEDS. • WELL MANAGED, COMPUTERIZED 
INFORMATION SYSTEMS, WITH EFFECTIVE 

• ON LY PERSONAL DATA THAT ARE RELEVANT DATA SECURITY, MAY WELL OFFER THE BEST 
TO THE DEFINED PURPOSE(S) MAY BE PROTECTION OF PERSONAL DATA. 
COLLECTED, STORED, RETAINED, 
PROCESSED, AND COMMUNICATED. • PERSONAL DATA IS OFTEN LESS WELL 

PROTECTED IN MANUAL FILES. 

• PERSONAL DATA MUST BE COLLECTED BY 
FAIR AND LAWFUL MEANS FROM RELIABLE 

• PER SONAL DATA PROTECTION PRINCIPLES 
AND PRACTICES SHOULD APPLY TO BOTH 

SOURCES. COMPUTERIZED AND MANUAL DATA. 

• PERSONAL DATA MUST BE CORRECT, - . 

COMPLETE, AND UP·TO·DATE. 

• WITHIN THE DATA CON TR OLLER'S 
ORGANIZATION PERSONAL DATA MAY BE 
AVAILABLE ONLY TO DATA USERS WITH A 

• PERSONAL DATA PROTECTION IS PRIMARI LY 
CONCERN ED WITH TH E PROTECTION OF TH E 

WELL·DEFINED NEED·TO·KNOW. RIGHTS OF INDIVIDUALS. 

• TO TH IRD PARTIES, PERSONAL DATA IS TO BE 
COMMUN ICATED ONLY: 
- WHEN REQUIRED FOR VALID BUSINESS 

• NATIONAL DATA PROTECTION LEGISLATION 
SHOULD PROTECT INDIVIDUALS AGAINST THE 
MISUSE OF THEIR PERSONAL DATA. 

REASONS, AND 
- WHEN LEGALLY PERMITTED, AND 
- IF LIMITED TO THE DATA REQUIRED, AND 
- IF THE RECEIVER GUARANTEES 

EQUI VA LENT PROTECTION. HOWEVER: 

• EACH EMPLOYEE, CUSTOMER, SUPPLIER, AND 
• WHENEVER FEASIBLE. PERSONAL DATA IS TO SO ON HAS THE RIGHT TO EXPECT THAT A 

BE PROCESSED AND COMMUNICATED IN DATA CONTROLLER CAREFU LLY MANAGES 
AGGREGATE OR ANONYMOUS FORM IN ALL DATA RELATED TO HIM. 
ORDER TO AVOID IDENTIFICATION OF THE 
DATA SUBJECTS. • IT CAN BE DIFFICULT TO DRAW A LINE 

BETWEEN INDIVIDUALS AND COMPANIES. 

• ALL INFORMATION CONTAINING PERSONAL 
DATA MUST BE CAREFULLY CLASSIFIED, AND 

FOR EXAMPLE: ONE·MAN COMPAN IES, 
PARTNERSHIPS, OR ASSOCIATIONS. 

PROTECTED AGAINST UNAUTHORIZED OR 
ACCIDENTAL DISCLOSURE, MODIFICATION, 
OR DESTRUCTION . 

• FILES AND APPLICATIONS OFTEN USE DATA 
RELATED TO MANY DIFFERENT KINDS OF 
DATA SUBJECTS . 

• DATA SUBJECTS SHOULD BE ALLOWED TO 
REVIEW THE RELEVANCE AND THE ACCURACY 

• WITHIN A DATA CONTROLLER 'S 
ORGANIZATION, PERSONAL DATA 

OF DATA RELATED TO THEM. PROTECTION , PRACTICES, AND PRINCIPLES 
SHOU LD APPLY TO ALL DATA SUBJECTS. 

!~. J G . :? 
FIC ... :?~ 
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DISCUSSION 

Professor Griffiths said that French Data Protection law 
administration seems to be way behind the actual terms o f the act, 
and asked whether this was standard throughout Europe. 

The speaker replied that this is due to the fact that besides an 
act itself, one needs to set up practical administrative machinery to 
make it work. For instance, if the act itself is vague, it has to be 
decided whether to incl ude manual records as well as co mputer 
records. In Luxembourg, thousands of forms were sent out for people 
to fill in, then nothing happened for a long time . In practice, it 
appears that about three years are required to get things under 
control . 

Mr. Dunlop asked how IBM dealt with awkward cases such as data 
on citizen A accessed in country B using a computer in country C. 

Mr . van Tongeren replied that IBM France tends to use French law 
etc., but the problem of trans-border data flow is tricky . In 
practice, one has to work in such a way as to uphold the law of each 
country involved . This has to be carefully devised beforehand t o be 
as general as possible. 

Mr . Amery pointed out that a citizen of Australia can be 
affected by U.K. data about him, and data doesn ' t have to move. 

Professor Randell asked about inconsistencies between different 
countries' laws . The speaker replied that if you read the various 
laws, they do appear to be quite different. However, in practice , 
they are not really very different when administered . 
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