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Error Recovery in Asynchronous Systems

ROY H. CAMPBELL, MEMBER, IEEE, AND BRIAN RANLELL

Abstract—The demand for highly reliable computer systems has led
to techniques for the construction of fault-tolerant software systems.
A fault-tolerant system detects errors created as the effects of a fault
and applies error recovery provisions in the form of abnormal or ex-
ceptional mechanisms and algorithms to continue operation and re-
store normal computation. Backward error recovery is intended to re-
store a system state which occurred prior to the manifestation of the
fault. Forward error recovery is intended to correct or isolate specific
errors and is accomplished in the system state containing the errors.

The organization and control of error recovery in asynchronous sys-
tems is very complex. Nevertheless, it is possible to limit this complex-
ity by appropriate system structuring aids. Techniques for structuring
backward error recovery are comparatively well understood. This pa-
per proposes techniques for structuring forward error recovery mea-
sures in asynchronous systems and generalizes recent ideas of atomic
actions (transactions) so as to support fault-tolerant interactions be-
tween processes.

Index Terms—Asynchronous systems, atomic actions, error recov-
ery, exception mechanism, programming techniques, software fault
tolerance, software reliability.

I. INTRODUCTION

HE demand for reliable computer systems has led to

techniques for the construction of fault-tolerant soft-
ware systems [6], [11]. These techniques are intended to
ensure that a system fulfills the purpose for which it was
constructed despite software faults, hardware faults, and
invalid invocations of its functions. Networks of com-
puters, distributed resources, and multiple processors in-
troduce new problems of constructing reliable systems and
involve the complex organization and control of error re-
covery in asynchronous systems [8], [13], [15], [20]. This
paper introduces general principles and a framework for
the design of reliable asynchronous systems based on fault
tolerance incorporating forward and backward error re-
covery.

A. Fault Tolerance and Error Recovery

A fault-tolerant system is one that is designed to func-
tion reliably despite the effects of faults (component or
design faults) during normal processing. Such a system
detects errors produced by faults and applies error recov-
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ery techniques in the form of exceptional mechanisms and
abnormal algorithms to continue operation and resume
normal computation. However, error propagation may
hamper error recovery; the continued operation of a sys-
tem containing an error can result in the introduction and
spread of further errors. Successful fault tolerance must
enable the system to function despite error propagation
during the time interval, which may be lengthy, between
the first manifestation of a fault and the eventual detection
of an error. '

So-called ‘‘forward error recovery’’ aims to remove or
isolate specific errors so that normal computation can be
resumed [17]. It is accomplished by making selective cor-
rections to a system state containing errors. Because re-
covery is applied to a system state containing errors, for-
ward error recovery techniques require accurate damage
assessment (or estimation) [1] of the likely extent of the
errors introduced by the fault.

In contrast, ‘‘backward error recovery’’ aims to restore
the system to a state which occurred prior to the manifes-
tation of the fault. Using this earlier state of the compu-
tation, the function of the system is then provided by an
alternate algorithm until normal computation can be re-
sumed [11].! Because backward error recovery restores a
valid prior system state, nzcovery is possible from errors
of largely unknown origin and propagation characteris-
tics.2 Backward error reccvery may involve considerable
time overhead and could require extensive testing of po-
tentially acceptable system states.

Forward and backward error recovery techniques com-
plement one another, forward error recovery allowing ef-
ficient handling of expected conditions and backward er-
ror recovery providing a general strategy which will cope
with faults a designer did not—or chose not to—antici-
pate. As a special case, a forward error recovery mecha-
nism can support the implementation of backward error
recovery [7] by transforming unexpected errors into de-
fault error conditions.

B. Asynchronous Systems

We assume that all the activities of a computer are com-
posed of the activities of a set of primitive operations

'In practice, the most recent n:storable system state which is free from
the effects of the fault may be difficult to determine. In order to find an
appropriate system state, a search technique may be used involving itera-
tively attempting recovery from successively earlier restorable states until
recovery is successful.

2A11 that is required is that the errors have not affected the state resto-
ration mechanism.
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(‘‘atomic actions’”), each of which has the property of
indivisibly advancing the state of a computation. Like-
wise, we can also consider the activities of systems that
are more abstract than a computer (for example, the exe-
cution of a system of software components) as being
formed from a basic set of primitive atomic actions that
have the property of indivisibly advancing the state of that
system. An asynchronous system is one that is designed
so that its activities may consist of two or more indepen-
dent and simultaneously active primitive atomic actions.
Of course, abstract asynchronous systems of software
could be executed by a computer that is sequential in op-
eration.

In practice, each primitive atomic action is part of a
sequence of actions called a process which advances a
particular computation (or operation on a system) from an
initial state, through a set of successive intermediate
states, perhaps to a final state. If atomic actions from dif-
ferent processes may be interleaved or active simulta-
neously, then the system is often described as having con-
current processes. Two or more processes interact if they
include primitive atomic actions which, reciprocally,’
modify each other’s intermediate states. (Such atomic ac-
tions are shared in the sense that they advance the com-
putation of more than one process.)

For fault tolerance to be effective, asynchronous sys-
tems require the coordination and synchronization of nor-
mal activity with any activity supporting fault tolerance.
The errors generated by a fault may propagate from one
process to another by interactions or interprocess com-
munication. Moreover, faults may manifest themselves in
several processes if the fault is a malfunction of a com-
mon element in their respective processors. Control of
fault-tolerant mechanisms may be defined by a centralized
component of the system or by the system’s distributed
components. The pattern of interprocess communication
may permit one group of processes to recover from a par-
ticular fault while other system processes continue to per-
form their normal activities.

Corresponding to a spectrum of constraints that can be
imposed upon interprocess communication, there is a
spectrum of error recovery techniques for asynchronous
systems. For example, conversations [11] so synchronize
a preidentified group of interacting processes that these
processes can perform error detection and error recovery
before they communicate to other processes not in the
group. The restriction on communication prevents possi-
ble error propagation to other processes during the con-
versation and simplifies state restoration.

Transactions constructed from the interactions of pro-
cesses using a programmed two-phase commit protocol
[9] are coordinated so as either to produce a resuit agree-
able to all the constituent processes or to restore all in-

*Note that if one process unilaterally—and not reciprocally—modifies
the state of another, then the validity of the computation performed by the
first process is independent of the computation performed by the second
process. However, the computation of the second process does depend upon
that of the first process.
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formation changed by the transaction to its prior state.
Such transactions can have a varying number of constit-
uent processes providing that they all obey the protocol.

If no synchronization is imposed on normal activity,
processes may detect errors and attempt to perform error
recovery independently of other processes. However, such
processes require more complex coordination schemes for
fault-tolerant provisions, as in the chase protocol [18],
[26]. .

The chase protocol starts with a process that has de-
tected an error. Backward error recovery will be used to
restore a prior state of the process. Recovery will involve
discarding the results of the recent activity of the process,
including any communications. The process sends an er-
ror message to every process involved in these commu-
nications. These processes may have received erroneous
data or their activity may become invalid as a conse-
quence of the backward error recovery. Recursively,
backward error recovery will be used to restore a prior
state of each of these processes and may result in further
error messages. Although efficient backward error recov-
ery requires the selection of the most recent appropriate
prior state for a process, subsequent error messages may
require an earlier state to be chosen. This can occur be-
cause of the domino effect [20] and the concurrent detec-
tion of errors. The protocol continues until each process
can select a backward error recovery that is consistent with
the backward error recovery of all the other processes in-
volved in the protocol. Within the restrictions imposed by
the protocol, each process may independently and asyn-
chronously proceed with recovery. Algorithms to imple-
ment the protocol are described in detail by Wood [26].

The construction of systems with activities that are
formed from hierarchies of atomic actions provides a
structure for fault tolerance in asynchronous systems [1].
Within the hierarchy, the activities of a group of compo-
nents are coordinated to have the properties of an atomic
action using more primitive atomic actions (these prop-
erties are described in Section III-A). For example, the
components of a critical section may be coordinated to
update a set of variables indivisibly by the invocation of
appropriate operations on secmaphores. There are two rea-
sons why such a hierarchy is a convenient structure. If a
fault, resulting error propiagation, and subsequent suc-
cessful error recovery all occur within a single atomic ac-
tion they will not affect other system activities. Further-
more, if the activity of a system can be decomposed into
atomic actions, fault tolerance measures can be con-
structed for each of the atomic actions independently.
Thus, atomic actions provide a framework for encapsu-
lating fault tolerance techniques within modular compo-
nents.

Although atomic actions have been defined many times
in different ways (for example, [8], [14], [15]) we will
use the following definition [1]:

‘*The activity of a group of components constitutes
an atomic action if there are no interactions be-
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tween that group and the rest of the system for the
duration of the activity.”’

This definition precludes communication between those
processes that are in the atomic action with those that are
not in the action. A more formal definition and analysis
using occurrence graphs formed from events and relations
of causality can be found in [3]. Atomic actions are char-
acterized by the set of events they generate. This set has
the property that if any two events within that set are con-
nected by a causal chain of events, all the events in that
chain must also reside in the set. An interaction between
two activities called A and B would correspond, in the
event model, to a causal chain of events between two dif-
ferent events generated by A which passes through at least
one event generated by B. For example, an atomic action
may asynchronously input values or may asynchronously
output values. However, if a message and acknowledg-
ment is passed between two activities, then that exchange
is an interaction and the activities do not constitute two
separate atomic actions. (Notice that both definitions are
more primitive and less constraining than a definition with
the property *‘all-or nothing’’ [14].) '
A system has been defined as a set of components which
interact under the control of a design [16]. Systems that
are designed explicitly so as to synchronize the activities
of their components in order to form atomic actions have
planned atomic actions. The design also determines the
way in which the components interact with the environ-
ment of the system [1]. The environment of a system is
another system which provides input to and receives out-
put from the first system. Such an exchange of informa-
- tion is an operation. The activities concerned in an atomic
action may be internal to the system or may be operations.
If all the operations on a system involve only planned
atomic actions, then that system is an atomic system (an
exchange of information is not necessarily an atomic ac-
tion). Such systems may be used as components in the
design and construction of other, more complex, systems
as if their activities were primitive atomic actions. Sys-
tems may also contain spontaneous atomic actions that
arise fortuitously from the dynamic sequences of events
occurring in a system. For the purposes of structuring fault
tolerance measures, spontaneous atomic actions are of lit-
tle value even if they can be easily identified as such.
Planned and spontaneous atomic actions represent the
two opposite ends of a spectrum of error recovery tech-
niques and depend upon the extent to which explicit con-
straints are imposed upon interprocess communication.
The conversation is an example of a planned atomic ac-
tion with which backward error recovery is associated.
The chase protocol associates backward error recovery
with a more spontaneous form of atomic action dynami-
cally determined by the protocol from past patterns of in-
terprocess communication and available fault-tolerant
provisions. Other error recovery techniques based on
atomic actions that are more spontaneous than those of
the conversation but less spontaneous than those of the
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chase protocol exist. For example, the two-phase commit
protocol explicitly coordinates processes entering and
leaving a transaction but does not specify which processes
are involved.

In the present paper, we introduce principles, structure,
and a framework for synchronizing and coordinating for-
ward and backward error recovery in asynchronous sys-
tems based on atomic actions. We adopt the definitions of
error, fault, and failure introduced by [17] and improved
by [1]. A fault-tolerant system includes four consistent
activities identified as:

1) error detection;

2) damage confinement;

3) error recovery;

4) fault treatment and continued service.

A fault-tolerant scheme must support all four activities.
We first review error recovery in a single process system.
Next, we propose a general error recovery scheme for
asynchronous systems. Finally, we introduce specific im-
plementation techniques for fault-tolerance in systems.

II. ERROR RECOVERY IN SINGLE PROCESS SYSTEMS

A framework for fault-tolerance can be provided by the
notions of exception, exception condition, exception han-
dler, and forward error recovery [1], [14], [7]. Anderson
and Lee provide the diagram in Fig. 1 to illustrate the
framework. A component, pursuing its normal activities,
receives a request for a service from another component,
performs the service, and returns an appropriate response.
The request may be parameterized. The component may
service a request by invoking the services of other com-

_ponents.

If a service provided by the component is invoked with
an invalid set of parameters, the component may return
an abnormal result or interface exception. Similarly, if a
component fails because it cannot tolerate a fault that it
has detected, it may retum a failure exception. Compo-
nents that explicitly returmn abnormal results are said to
signal an exception to the requesting component. (The ex-
ception may have parameters.)

If a component either receives an abnormal response
from an invocation of another component or detects an
error or abnormal condition during normal activity, it
should raise an exception and invoke appropriate fault
tolerance measures. Recovery is an abnormal activity of
the component and is continued until the component either
returns to its normal activities or signals an exception.
The relationship between the normal and abnormal activ-
ity of a component and the raising and signaling of ex-
ceptions is shown in Fig. 1. Note that an exception is
raised within the component, but signaled between com-
ponents. '

The flow of control of a computation within a compo-
nent should change as the resuit of a raised exception.
Such a modified or exceptional flow of control is distin-
guished from the normal flow of control. Within a pro-
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interface failure
exception exception
signals  signals

service normal
requests responses

return to normal operation

abnormal activity
(fault tolerance by
exception handling)

normal activity

raised exceptions

interface failure
exception exception
signals  signals

Fig. 1. Framework for an ideal fault-tolerant component.

service normal
requests responses

e<xl(:hl> e<x2:h2,x3:h3> d<x2:h2,{3:b3> d<xl:{ll>
process A ’ . .
{ \ J )
context 2
context 1

Fig. 2. Example of contexts, exceptions, and handlers.

gram, exceptional flow of control is associated with code
fragments that are called exception handlers. The excep-
tion handlers may examine any parameters associated with
the exception and provide measures to deal with the ex-
ception. Exceptions, software components, and exception
handlers are associated by a handling context. The enable
operation creates a handling context and associates it with
the current flow of control. The disable operation termi-
nates the context. An example of a context nested within
another context is shown in Fig. 2. The parentheses
*“C’and*‘)’’ represent the enable and disable operations,
respectively. The notation

“e<x1:hl, +-+ ,xi:hi>" and

“d<x1:hl, --- ,xihi>"
represents enable and disable operations with the excep-
tions x1, - - - , xi and corresponding handlers Al, - -,
hi. '
The measures provided by the exception handler are in-
tended to deal with an exception occurring during the
execution of the software component with which it is as-
sociated by context. The context may be determined dy-
namically by the control flow of the program (as in
PL/1), by the data flow (as in Id), or statically by scope
(as in Ada®). Many exception mechanisms use a stack to

®Ada is a registered trademark of the U.S. Department of Defense (Ada
Joint Program Office).
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return to normal
raised exception x control flow

exception handler hl

abnormal control flow
(or exceptional control flow)

normal control flow resumed fiow

{ ) suspended control ﬂon. ‘ )
e<x:hl> d<x:h1>

Fig. 3. Example of successful forward error recovery.

return with
signaled exception x1

raised exception x2 exception handler h1

exception handler h2

__..Xl_u
normal computation
[ [ o2l U
\ \ J )
e<xl:h1> e<x2:h2> d<x2:h2> d<xL:h1>

Fig. 4. Example of returning an abnormal response.

save contexts. This stack is often coupled with the pro-
cedure call mechanism. Careful structuring of the manner
in which contexts, components, and exception handlers
interact can simplify the provision of fault tolerance.

If the fault tolerance measures are successful, a handler
may provide a normal control flow return from the com-
ponent which raised the exception to the component which
invoked that component. Fig. 3 shows an example of suc-
cessful forward error recovery in which the relationship
between control flow, context, and exception are illus-
trated. :

If the fault tolerance measures are unsuccessful or in-
adequate, a handler should signal a failure exception. Ab-
normal control flow continues in an exception handier of
the invoking component. To prevent cyclic and possibly
nonterminating patterns of fault and recovery behavior
when fault tolerance cannot be achieved, no means is pro-
vided whereby a component which receives a signaled ex-
ception as a result of an invocation can resume activity
[14). Fig. 4 shows an example of returning an abnormal
response in which exception handler 42 signals exception
failure x1. The component which invoked the failed ac-
tivity raises exception x1 in response to the signal and
invokes handler hl.

An exception handler is a component and may have its
own- context, exceptions, and exception handlers. This
permits the nesting of exception handling facilities.

If an exception is raised within a component (or an ex-
ception handler) that does not have a context defining an
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ensure acceptance_test
by primary_block

else by alternate_block
else by error;

Fig. 5. Example of recovery block.

appropriate handler, the component fails and a failure ex-
ception is signaled.

A. Exception Mechanisms

Exception mechanisms implement the change in flow
of control (or flow of data) implied by the signaling or
raising of an exception. Many explicit tests and branches
in a software component may be avoided if the exception
mechanism is integrated with the interpreter that imple-
ments the activity of the component. (For example, the
mechanism is often integrated with the operating system
or programming language processor.) The mechanism
may detect a standard set of implicit exceptions (for ex-
ample, address out of range, divide by zero, invalid op-
eration code) in addition to those raised explicitly by the
component.

B. Implementing Backward Error Recovery

The framework provided by *“exceptions’” can be used
to implement the recovery block scheme proposed by [11].
(See also [7].) As illustrated in Fig. 5, a recovery block
consists of a primary algorithm, one or more alternates,
and an acceptance test, On invocation of a recovery block,
the primary algorithm is performed and its results are val-
idated by the acceptance test. If, for any reason, the al-
gorithm fails to complete or to satisfy the acceptance test,
restoration of a prior system state removes the effects of
the algorithm and an alternate is attempted. Each alternate
is tried in turn until either a satisfactory evaluation of the
acceptance test permits a normal return or the lack of any
further alternates requires the signaling of a failure excep-
tion.

Fig. 6 shows how the recovery block is implemented
by a context that includes the primary block, a set of ex-
ceptions, and an exception handler. Recursively, the ex-
ception handler may have a context, a set of exceptions,
and an exception handler. Each recursion implements a
particular alternate block. The primary block activates a
recovery cache for the preservation of the initial state,
executes the primary algorithm, and then applies the ac-
ceptance test. If errors are detected, an exception is raised
and the exception handler of the primary algorithm is in-
voked. The exception handler restores the initial state
using the cache, attempts an alternate algorithm, and ap-
plies the acceptance test. If the acceptance test indicates
the presence of errors, the exception handler raises an ex-
ception and thus activates its own exception handler. The
most deeply nested exception handler signals a failure ex-
ception. If any application of the acceptance test indicates
a satisfactory result, a normal return is made from the
primary or alternate block (exception handler) and hence
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(* ensure corzect operation *)
system_component primary_hlock:
{ initislise_cache
(* start primary *)
4 lefoth .

( P te_1)
do_primary_algorithm
if not (acceptance_test) thun signal(alternate_exception)
a1, T lainth. p 2 y alt +, 1)

dilcn‘d_‘:u:he
return }
(* end primary *)

exception_handler alternate_block 1:
{ restore_cache

hlafath &3, 1 te 2)

do_alternate_algorithm
If not (acceptance_test) then signal{alternate_sxception)
disable(other_sexceptions, nlteraate 3)
discard_cache
return )
{* end alternate *)

+1, handl

te_block_2:

(r restore_cache
signal(failare_exception) }
(* end alternate *)

Fig. 6. Equivalent recovery implemented using exception handlers.

ption_handler engine_fail

{ avoid_stall (* damage confinement *)
lower_flaps *d g t- slower d ¢ *)
select_emergency_landing site (* damage confinement ")
switch_fuel_tanks (* in case of blocked fuel-lines/empty tank *)
switch_magnetos (* in case of ignition system fault .

open_de-icers (* in case of fault in iced throttle *)

.)"(‘end handler*)
Fig. 7. Emergency procedure for light aircraft.

from the recovery block. This is, in effect, a stylized use
of the exception framework to provide backward error re-
covery. Unexpected exceptions are transformed into the
default “‘other _exceptions’’ and errors are removed by
restoring a prior state using the cache.

However, in general, exceptions are used to support
forward error recovery schemes which assume detailed
knowledge of the erroneous state and attempt to isolate
errors. For example, the forward error recovery scheme
shown in Fig. 7 is implemented using the exception
framework and is taken from recommended takeoff emer-
gency procedures for light aircraft. The forward error re-
covery strategy attempts to land the aircraft safely and
thus confine any damage to the engine. Various recovery
strategies are attempted to clear possible faults within the
aircraft engine.

III. FORWARD ERROR RECOVERY IN ASYNCHRONOUS
SYSTEMS

The exception handling described in the previous sec-
tion of this paper provides a framework for the imple-
mentation of fault tolerance in systems with only a single
sequential process. Fault tolerance provisions for systems
of concurrent processes are: complicated by the possibility
of communication of erroneous information and the need
to coordinate processes engaged in recovery. Generaliz-
ing the exception handling framework to support fault tol-
erance in asynchronous systems requires additional sys-
tem structure concemning the cooperation and coordination
of the individual processes.
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process A

process B

(a) ®)

Fig. 8. An example of a system, its components, and processes. (a) Struc-
ture of a system with planned atomic action components 1, 2, and 3. (b)
The invocation of atomic actions within a system by two processes A and
B showing their control flows and entry and exit points.

A. Structuring Systems of Concurrent Processes

.The construction of systems out of components whose
activities form atomic actions provides a structure for fault
tolerance in asynchronous systems. A system of concur-
rent processes contains many separate flows of control.
Each flow of control represents the sequential activity of
one of the processes of the system. Atomic actions, how-
ever, involve concurrent activities in which processes
communicate in order to cooperate or to coordinate their

_use of shared resources. The flow of control of a process
joins or leaves an atomic action at any entry or exit point
of a component, respectively. The system shown in Fig.
8(a) contains three components each of which is designed
so that its activity constitutes a planned atomic action.
Fig. 8(b) shows the control flows of two processes that
participate in the planned atomic actions. Synchronization
is associated with the process entry and exit points of each
component in order to ensure that an atomic action oc-
curs.

B. Fault Tolerance Structuring Principles

If successful, any fault tolerance measures employed
‘within an atomic action are invisible to the rest of the
system. This provides a framework for encapsulating such
measures into modular components.

“The notion of reliability requires that a system have a
specification against which the actual results of invoking
its operations can be assessed. When an atomic action is
executed, a well-defined state exists at the beginning and
termination of its activity (although these states may not
necessarily be instantaneously observable). The intended
relationship between these states constitutes a specifica-
tion for the atomic action which is independent of any
asynchronous activity inside or outside the atomic action.

The reliability of an atomic action depends upon the
reliability of each of its components. (Atomic actions
which do not contain measures for handling possible faults
‘have been described as being ‘‘out of control’’ [4].) An
initial and final state can be associated with the flow of
control of each process joining and leaving the atomic ac-
tion. Pre- and postconditions associated with such initial
and final states can specify the results of the activity of
each process. These pre- and postconditions constitute a
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decomposition of the specification of the atomic action.
The specifications and the encapsulation associated with
an atomic action provide a context for the application of
error detection and damage assessment techniques. Be-
cause atomic actions delimit any error propagation caused
by interprocess communication, they also support error
confinement.

We propose the following two principles for structuring
fault tolerance within asynchronous systems:

1) The operations provided by a fault-tolerant asyn-
chronous system should be implemented by atomic ac-
tions. '

2) Each fault tolerance measure should be associated
with a particular atomic action and should involve all of
the processes that share (enter and leave) the action.

A fault-tolerant system is reliable, even though it may
suffer from internal faults and contain internal errors, as
long as its operations provide services which are in ac-
cordance with the system specification. Any fault toler-
ance measures that the system invokes as a result of de-
tecting such errors should be invisible when that system
is used as a component of another system. Hence, system
services must be atomic actions. Although this principle
appears to restrict the applications for which our tech-
niques are appropriate, in fact this is not the case. Com-
puter hardware and software are often merely components
in much larger systems which can be regarded as fault-
tolerant, perhaps partly or wholly through the efforts of
people and the safety devices of other equipment. Of
course, error recovery in such systems must be coordi-
nated between components having very different charac-
teristics.

C. Exception Handling in Atomic Actions
If a component of an atomic action raises an exception,

"it indicates the detection of an abnormal condition, or er-

ror. The error may have been produced as a result of the
activity of this component and/or one (or more) of the
other components of the atomic action. Alternatively, the
original fault may have occurred prior to the atomic ac-
tion. The raising of an exception within a fault-tolerant
atomic action requires the application of abnormal com-
putation and mechanisms to implement the fault tolerance
measures. If the recovery measures succeed, the atomic
action should produce the results that are normally ex-
pected from its activation. Atomic actions that explicitly
return an abnormal result have components that coopera-
tively signal an exception.

An atomic action may contain internal atomic actions.
If an exception is raised within an internal atomic action,
then the fault tolerance measures of that internal atomic
action should be applied. However, an internal atomic ac-
tion may signal an exception. This exception is raised in
the containing atomic action. An atomic action failure ex-
ception signifies the failure of one or more of the com-
ponents of an internal atomic action. In particular, a fail-
ure exception should be used to indicate that an internal
atomic action did not have an appropriate exception han-
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atomic action

exceptional flow
normal suspended flow fesumed
X
flow flow
exceptional flow
normal suspended flow resumed
b
flow flow

Fig. 9. An example of successful error recovery in an atomic action.

atomic action

exceptional flow signaled
exception
normal suspended flow
x AN R
flow
exceptional flow signaled
exception
normal suspended flow
x R e
flow

Fig. 10. An example of mtuﬁing an abnormal response or failure from an
atomic action,

dler for an exception that was raised by one of its com-
ponents.

We propose the following exception handling scheme
for atomic actions:

Whether one or several components of the atomic ac-
tion raise an exception, the fault tolerance measures nec-
essarily involve all of the processes of that atomic action.
(The fact that an exception has been detected elsewhere
among the processes in an atomic action invalidates the
assumptions that any of the processes can terminate nor-
mally and provide the appropriate results. If some of the
processes are not required to change their flow of control
to execute fault tolerance measures, they do not interact
with the other processes and hence should participate in a
separate atomic action.) Examples of an atomic action in
which a component raises an exception and each process
of the atomic action changes its flow of control are shown
in Figs. 9 and 10.

Every component of the atomic action responds to the
raised exception by changing to an abnormal activity.
Each process whose normal control flow is within one of
the components changes to an exceptional control flow
which executes a handler for that exception. This handler
either returns the component to normal activity or signals
a further exception. (The change in control flow of a pro-
cess that occurs as a result of a raised exception in a se-
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quential system is a special case of the changes in control
flow that should occur in any asynchronous system.) Figs.
9 and 10 show the possible control flows of two processes
participating in an atomic actions following an exception.
In Fig. 9, the recovery measures implemented by the ex-
ception handlers succeed and the normal control flow of
the processes is resumed. Fig. 10 shows the control flow
of the processes of an atornic action when the exception
handlers for the components cannot recover.

It is convenient to restrict signaled exceptions so that
each component (or excepiion handler) of an atomic ac-
tion returns the same exception. 4 The signaling of the
same exception ensures that the components agree on the
abnormal result that should be returned to indicate the
failure of the atomic action. An exception is raised in an
atomic action if one of its internal atomic actions signals
an exception. Signaling a single exception from an inter-
nal atomic action simplifies the selection of the appropri-
ate exception handlers and recovery measures.

If any of the components of an atomic action do not
have a handler for a raised exception then all of the com-
ponents should signal an atomic action failure.

The raising of an exception in an atomic action indi-
cates that the computation has reached an erroneous state.
The strongest postcondition on the state of an action after
an exception is detected is a damage assessment predi-
cate. (This definition differs somewhat from [1] because
we have chosen to assert what is known about the state of
the system containing the errors and faults rather than
specify the errors and faults.) The predicate should imply
the (preferably weakest) precondition for the measures in-
troduced to implement fauit tolerance for a given excep-
tion. The postcondition for the measures is identical to
the postcondition of the atomic action because we have
adopted a termination model [14] for the semantics of ex-
ception handling.

D. An Example Banking Service

The principles and framework we have introduced pro-
vide a basis for a notation with which to design particular
systems. However, language design issues are very com-
plex and we will not attempt to provide a specific syntax
or semantics for such a notation in this paper. Instead, we
will discuss how an existing practical system might be
specified in an informal, ard possibly imprecise, example
notation. Implementation of the system might include
software, computers, and other components such as peo-
ple. Consider the use of exception handling in the sim-
plified banking service shown in Fig. 11.

In Fig. 11, processes are represented by solid lines, in-
teractions by dotted lines, and atomic actions by boxes.
A client, represented as a process, presents a check (rep-
resented by the interaction labeled a) to its bank first__ fed
and receives a receipt (b). To clear the check, the bank
sends the check (c) to the bank nat ’nl which has the pay-

“An exception should be raised if two or more components try to slgnal
different exceptions. The exception handlers for this exception should sig-
nal a failure exception.
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“er’s account. Once first__
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service

bank_money
client
i x —
Ya ib clear_check e
first_fed B i
1

¢ ‘_-"‘ d

nat'nl ‘

Fig. 11. Atomic actions in a banking service.

* service = atomlie action clear_check = atomle action

{ processes (customer,bank1,bank2); { processes (bank1,bank?2);
exceptions exceptlons
{ bank_money_failure, { inadequate_balance,

incomplete_check =
{ inconsistent_values,

clear_check_failure,
check_bounced,

check_not_valid } wrong_date},
theft =
{ forged_signature,
bank_money = atomic action stolen_check, ... }
© { processes (customer, bmk), } i
exceptions

{ no_signature,
teller_away_from_desk,
deposit_slip_incorrect,
check_on_non_existent_bank }

}

Fig. 12. Declarations of banking service atomic actions.

Jed receives the cash for the
check (d), it sends client a new statement of its account
(e).

Each atomic action in Fig. 11 identifies an actmty

‘which might have faults for which error recovery is de-

sired. Although it might be useful to make the transmis-
sion of the statement (e) reliable, it is not necessary and

we have chosen to omit any fault-tolerant measures for

this interaction. Recovery measures within bank__money
and clear__check can provide fault-tolerant operatlon for
certain locallzed faults concerning just the pairs of pro-
cesses involved. However, if the check bounces (that is,
does not clear), then clear__check must return an abnor-
mal response and invoke the recovery measures of ser-
vice.

An example set of declarations for the atomic actions

is shown in Fig. 12 and includes some sample exceptions

that might be detected during their execution. The atomic
action notation is based on an example syntax given in
[12]. Each atomic action declaration has an identifier, a
formal parameter list of processes which may take part in

the action and a list of possible exceptions. For example,

atomic action clear__check includes exceptions inade-

. quate__balance, incomplete check, wrong date. Ex-

ceptions may be structured; that is, an exception may be
a composnte of several exceptions. The structured excep-

process client; process ﬁnt_fed
{ satisfy: service{first_fed,nat'nl); { satisly: service(client,nat ‘nl);

exception_handler exeeption_haadler

check_bounced: { legal_action }; .. ; check_bounced: {supply_evldence } ..

check_not_valid: { signal failure }; { deposit: bank y( t);

{ deposit: bank_money(first_fed); ueeptlon_hndlcr
exception_handler no_signature: .
no_signature: ... ; { receive(client, eheck);

{ present{first_fed,check); give{client,receipt) }; (*end deposit*)
get(first_fed,receipt) }; (*end doposit*)  collect: clear —check(nat'nl);
receive(first_fed,statement); } (*end satisfy*) exception_handler
} (*end client*) inadequate_balance:
{ signal check hounced 3
incomplete_check: ..
{ lend(nn'nl,eheek)
receive(nat'nl,funds) }; (*end collect‘)
send(client statement) } (*end satisfy*)
}(*end first_fed*)

process nat'nl;
{ satisfy: service(client,first_fed);
exception_handler
check_bounced: {supply_evidence]; ... ;
{ collect: clear_check(first_fed);
exception_handler
inadequate_balance: { update{c:: edlt_ntln;),
signal ehaek_bounced k
incomplete_check: ..
{ reemve(llrst._fed,check),
process{check);
send(first_fed,funds) }; (*end cclleet‘)
} (*end satisfy*)
}(*end nat'nl*)

Fig. 13. Processes within banking service. .

tion scheme permits the specification of the exceptlon tree
discussed in Section IV.

An example set of process definitions for the processes
in an 11 is shown in Fig. 13. Associated with each pro-
cess is a block of sequential statements enclosed by brack-
ets { and }. Processes enter an atomic action by executing
an atomic action statement. For example, in Fig. 13, client
enters the atomic action service labeled satisfy. The label
of an atomic action uniquely distinguishes a particular ac-
tivity. Also, the atomic action statement identifies the
other processes involved in the activity by means of its
actual parameters. Thus satisfy is entered by and involves
all three processes.

The atomic action statement includes exception han-
dlers and a block of statements to be executed by the pro-
cess as its contribution to the action. For example, satisfy
in client defines a handler for the exception check-
__bounced and has a block that begins with the statement
labeled deposit. Other processes may define different han-
dlers for the same exception. For example, satisfy in
first__fed has a different exception handler for check-
__bounced even though both statements refer to the same
activity. The exception handlers defined for an atomic ac-
tion are enabled on entry to and disabled on exit from the
atomic action. »

Many possible exceptions and handlers could be de-
fined for the banking service. Exceptions such as teller-
__away__ from__desk or deposit_slip _incorrect de-
clared in atomic action bank__money in Fig. 12 can be
handled locally within that action. Such exceptions would
involve processes client and first__ fed and should not in-
terfere with the activity of nat’nl.

Consider the exception inadequate__balance declared
in atomic action clear__check in Fig. 12. If_either
ﬁrst fed or nat’nl raise madequate balance in collect
in Fig. 13, both banks will execute their corresponding
exception handlers. First__ fed will signal bounced-
__check. Nat’nl will also signal bounced__check after up-
dating the credit rating for its customer. The atomic action
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collect will terminate and raise the bounced__check ex-
ception in atomic action satisfy. Satisfy involves the three
processes client, first __fed, and nat’nl. All three pro-
cesses will proceed to execute their exception handlers for
bounced _check and this results in a coordinated effort to
get the nat’nl customer to pay his debt.

This example banking service could be programmed
using standard programming techniques. However, these
techniques would involve the use of messages, control
constructs, and synchronization schemes which would
complicate the specification of the service. We believe
that, while the example notation used to discuss the ser-
vice lacks sophistication and refinement, the framework
and principles we propose simplify the construction of
fault-tolerant asynchronous systems.

IV. EXCEPTION RESOLUTION

The fault tolerance structuring principles guide the de-
sign of a synchronization and coordination framework for
forward error recovery in asynchronous systems. How-
ever, some aspects of the design of the framework are not
obvious and need detailed consideration. The concurrent
and potentially parallel nature of the execution of the pro-
cesses within an atomic action may introduce ambiguity
in the choice of fault tolerance measures to handle a par-
ticular exception condition. Coordination between the
fault tolerance measures provided by an atomic action and
the fault tolerance measures provided by any internal
atomic actions also requires careful consideration.

~ A. Resolution of Concurrently Raised Exceptions

Two or more components of an atomic action may con-
currently raise different exceptions. This event is likely if
the errors resulting from one or more faults cannot be
identified with a unique exception by the error detection
facilities of each component in the action. Suppose the
two processes A and C shown in Fig. 14 raise exceptions
x and y, and that these are different. Two different fault
tolerance measures could exist to provide recovery for x
and y, respectively, each consisting of a set of handlers
(that is, a handler for each of A, B, and C). However, the
two exceptions, in conjunction, constitute a third excep-
tion z: the condition that both exception x and y have oc-
curred. A resolution scheme is required to determine the
correct recovery strategy. The introduction of an excep-
tion hierarchy allows resolution of concurrent exceptions
within the same atomic action.

Exception Hierarchy: One simple method of providing
an exception hierarchy to resolve the ambiguity arising
from exceptions that are raised simultaneously is to order
the exceptions. From among the exceptions raised within
the atomic action, the resolution scheme would select the
exception with the highest priority in the order. A reso-
lution mechanism would ensure that all the processes in
the atomic action change control flow to execute the ap-
propriate handlers associated with this chosen exception.
This scheme is frequently used in sequential systems
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atomic action

enter exit
process A x
process B
process C y

<> a<..>

Fig. 14. Exceptions x and y in processes 4 and C.

universal
exception

eme:gency
engiae-loss

exception

left-engine right-engine

exception exception

Fig. 15. Example exception tree for twin-engine aircraft.

where the state of only one process is involved in error
detection within a component but several exceptions may
be raised simultaneously. (For example, a power failure
interrupt may take precedence over the detection of an
invalid operation code which may take precedence over a
page fault for an operand address.) The disadvantage of
this simple scheme is that the presence of two or more
concurrent exceptions might be symptomatic of a differ-
ent, more complicated, erroneous state.

We therefore instead propose the use of an exception
tree. If several exceptions are concurrently raised, the ex-
ception used to activate the fault tolerance measures is the
exception that is the root of the smallest subtree contain-
ing all of the exceptions. This hierarchy permits the oc-
currence of various exceptions (and thus the detection of
erroneous states by several components) to be categorized
appropriately by the resolution mechanism.

For example, consider the exception tree for a twin-
engine aircraft shown in Fig. 15. If the left (or right) en-
gine fails, the pilot can adjust the controls appropriately
to compensate for the loss of the left (right) engine in
order to fly the aircraft to the nearest airport. If both the
right and left engine fail, the pilot must follow the emer-
gency landing procedures. Even with the complete loss of
both engines other exceptions could occur that would en-
danger the emergency landing procedure (for example,
fire). All such further exceptions, if not explicitly listed
individually within the exception tree, are categorized as
the universal exception.
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Each atomic action will have its own tree of exceptions.
At the root of each tree is, in principle, the universal ex-
ception. (In practice, the possibility of a ‘‘universal ex-
ception’’ is often ignored.) The universal exception can-
not be explicitly raised or signaled by a component; rather

it can only be signaled or raised by the underlying excep-.

tion mechanism. In general, the damage assessment for
an exception in the tree will imply the intersection of the
damage assessments for the exceptions in each of its sub-
trees. The greater the number of different exceptions
raised within an atomic action, the less the damage as-
sessment predicate may assert about the current state of
the system. The damage assessment for the universal ex-
ception must assume that any and perhaps all of the state
variables and even the representation of the process may
have been corrupted. Only the underlying exception
mechanism itself should be presumed undamaged. In con-
trast, the leaves of the exception tree may have very de-
tailed damage assessments corresponding to the failure of
‘particular internal atomic actions or the detection of spe-
cific abnormal conditions and errors.
" The exception handlers invoked as a result of several
exceptions raised concurrently should have weak enough
“ preconditions (that is, equal or weaker than the damage
assessment) to allow them to provide the appropnate fault
‘tolerance measures. If the universal exception is raised,
its handler should signal a failure exception. The excep-
tion mechanism raises the universal exception for any ex-
- ception that is raised which does not have a handler.
However, if there is no handler for the universal excep-
tion, the exception mechanism must act on behalf of the
“atomic action and signal the universal exception to avoid
circularity. Even backward error recovery measures re-
quire a stronger precondition than that provided by the
‘universal exception. The damage assessment predicate for
* the other _exceptions exception (introduced in Section II-
B to help specify backward error recovery using the ex-
ception framework) assumes that the cache correctly holds
the prior state of the system. In general, exceptions that
invoke backward error recovery measures will be descen-
dents of the universal exception and ancestors of any ex-
" ceptions invoking forward error recovery measures. Some
of the leaves of the exception tree may be failure excep-
tions of internal atomic actions.

It is convenient to provide default exceptions and han-
dlers for specific exceptions or classes of exceptions that
may occur within the atomic actions of a system. The ex-
ception mechanism must ensure that the correct default
handlers are enabled during the activation of each atomic
action. Examples of default exception handlers are back-
ward error recovery for the ‘‘other__exceptions’’ excep-
tion, forward error recovery that signals a distinguished
failure exception for the universal exception and diagnos-
tics for the class of failure exceptions.

The example of nested atomic actions shown in Fig. 16
implies the set of exception trees shown in Fig. 17. The
default other__exceptions exception might be associated
with backward recovery measures in the form of a con-
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atomic action I: exceptions x1, 2, (x1 N x2)
and Other_Exceptions )

atomic action §: exception x3 and x4

atornic action 3:

exception x5

Fig. 16. Nested cont:xts of three atomic actions.

atomi: action 1:

Universal Exception
Other_Exceptions

Failure_atomic_action_£ {x1 N x2)
x1 x2

atomic action £: atomic action 3:

Universal Exception Universal Exception

Failure_atomic:_action_3

Fig. 17. The three exception trees of the atomic actions.

versation. Exceptions x1, x2, x1 and x2 (written x1 N
x2), x3, x4, x5, Failure _Atomic__Action__2, and
Failure__ Atomic__Action__3 mlght be associated with
specific > forward efTor recovery measures.

The exception tree could be generalized to a complete
lattice [19]. The lattice would represent a partial ordering
of the exceptions. The resolution mechanism would re-
solve concurrently raised exceptions by selecting the ex-
ception that is their least upper bound within the lattice.
The least upper bound of all the exceptions in the lattice
would be, of course, the universal exception. Whether
such a general structure is desirable for constructing re-
liable systems can only be determined from future prac-
tical experience.

B. Nested Atomic Actions

The forward error recovery framework for asynchro-
nous systems must synchronize and coordinate recovery
from exceptions within fault-tolerant systems that are
themselves constructed from fault-tolerant components.
In particular:

1) A component of the atomic action may raise an ex-
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atomic action 1 |

SRR SRURTPTO PP PS >
enter exit
process A X
e<..> d<...>
process B | |
eL..> \ d<...>
enter exit
oeereeeeesineannananes .

atomic action 2

Fig. 18. Example of an exception x in an atomic action with an internal
atomic action.

ception while other components of the atomic action are
involved in internal atomic actions.

2) The fault tolerance measures for an atomic action
may require that internal atomic actions be aborted.

1) Exceptions and Internal Atomic Actions: Suppose a
component of an atomic action raises an exception while
other components are involved in internal atomic actions.
Then, in principle, all the components of the atomic ac-
tion must invoke fault tolerance measures even if the
atomic action includes internal atomic actions. However,
the definition of atomicity makes internal atomic actions
indivisible. In addition, out of the large number of pos-
sible exceptions that might be raised within an atomic ac-
tion, many will have no meaning within an internal atomic
action. An example of a nested atomic action is shown in
Fig. 18. The fault tolerance measures implemented for
exception x in atomic action 1 will assume that either the
atomic action 2 has not yet started or that it has already
completed. Further, exception x may have no meaning
within atomic action 2.

Thus, after the detection of an exception, any active
internal atomic action must be completed before the fault
tolerance measures of the containing atomic action are in-
voked. (This also implies that if components of an atomic
action and components of an internal atomic action con-
currently raise different exceptions, the fault tolerance
measures of the internal atomic action will be completed
first.) However, in certain circumstances it may be desir-
able to abort an internal atomic action and this situation
is examined next.

2) Aborting Internal Atomic Actions: Although, in
theory, a containing atomic action can always compensate
for interior atomic actions by masking their effects, these
fault tolerance measures cannot be commenced until the
internal atomic actions terminate. Thus, if an exception
associated with real-time concerns is raised in the con-
taining atomic action, the delay caused because internal
atomic actions are active may prevent a timely recovery.
Alternatively, the containing atomic action may detect an
exception which indicates that its internal atomic actions
will not terminate (for example, a deadlock condition). In
this case, it would never be able to invoke its recovery
measures. The fault tolerance framework must therefore

permit the abortion of internal atomic actions. We thus
propose the following solution.

An internal atomic action. may be aborted if it is defined
to have a distinguished abortion exception. An abortion
exception is raised by the exception mechanism to indi-
cate that an exception has been raised in the containing
atomic action. The abortion exception is, to all intents
and purposes, a special interface exception that is raised
automatically to indicate that the preconditions under
which the internal atomic action was invoked are invalid.
If an abortion exception is raised, the internal atomic ac-
tion should proceed to apply fault tolerance measures to
abort_itself. When the internal atomic action has com-
pleted its fault tolerance measures and terminates, the
containing atomic action rnay invoke its own fault toler-
ance measures.

If an internal atomic action cannot abort itself correctly
and return normally, it may signal an exception. (If the
atomic action can neither return normally nor signal an
exception it is not fault-tolerant.) The proposed scheme
does not distinguish between a signaled exception re-
turned from an aborted atomic action and one returned
from the completion of an ordinary internal atomic action.
In both cases, the signaled exception is raised in the con-
taining atomic action and may influence the choice of the
fault tolerance measures that are subsequently invoked.

The principle of recovery occurring within an atomic
action is not contravened by the abortion scheme because:

1) the abortion exception is included as part of the
specification of the internal atomic action;

2) any recovery instituted as part of the abortion of the
internal atomic action is accomplished within that atomic
action;

3) any recovery instituted by the internal atomic action
is indivisible with respect to the containing environment.
(The processes in the containing environment are sus-
pended, if necessary, until the internal atomic action com-
pletes its recovery.)

4) only one abortion exception is allowed for each in-
ternal atomic action and it is raised if any exception oc-
curs in the containing atomic action. Complete damage
assessment of an atomic action can only be made when
all of its processes suspend their normal control flow (and
all internal atomic actions have completed). If multiple
abortion exceptions were permitted and were bound to dif-
ferent exception conditions in the containing atomic ac-
tion then:

a) an aborted internal atomic action could signal an
exception which aborts another internal atomic action.
(This complicates the exception mechanism and may im-
pose undesirable delays upon error recovery while inter-
nal atomic actions abort zach other.)

b) an abortion exception could be raised in an inter-
nal atomic action that is already trying to abort itself.
(That is, the initial abortion of an internal atomic action
is based on an incomplete damage assessment.)

The abortion scheme we propose requires an internal
atomic action to be defined with an explicit abortion ex-
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enter_conversation_of_A_and_B
ensure acceptance_test by

primary_of_A briman_-y_of_B

else by

alternate_1_of_A | alternate_l_of B

else by

error

_ error

exit.__conversation_of,A_aﬁd_B

Fig. 19. A conversation.

ception. However, sometimes it may be more convenient
to make the abortion exception implicit and to associate a
default handler with the exception. For example, back-
ward error recovery schemes often assume a default abor-
tion exception and handler. If an exception is raised within
a conversation, provided a recovery cache permits resto-
ration of prior system states, any internal conversations
may be immediately aborted.

C. Implementing Backward Error Recovery

The framework we propose permits the implementation
of the conversation scheme proposed by [21]. Each con-
versation is an atomic action composed of several com-
ponents which have contexts, exceptions, and exception
handlers. The fault tolerance measures require the acti-
vation of a cache for the initial state of the atomic action.
The acceptance test provides error detection and raises an
exception if it fails. Should an exception be raised in one
or more components, normal control flow is suspended in
all the processes and exceptional control flow is com-
menced. The handlers restore changed cached values and
attempt the alternate algorithms. If all the alternates fail,
a failure exception is signaled to a containing atomic ac-
tion. We assume that the processes invoking the conver-
sation are appropriately synchronized to execute the con-
versation correctly, although we do not discuss the mech-
anisms concerned.

Example of a Conversation: The interaction of two
processes A and B in a conversation is shown in Fig. 19.
Individual actions of each process and combined actions
of both processes are distinguished by enclosing them in

boxes. Synchronization and coordination. between the

processes is implied by the structuring of the diagram.
The conversation can be implemented using the exception
handling scheme shown in Figs. 20, 21, and 22.

It is trivial to generalize this implementation of the con-
versation so that internal conversations can be aborted by
an abortion exception.

D. Recovery Schemes Supported by the Framework

The exception framework supports both backward and
forward error recovery schemes. Within a particular
atomic action, it is possible to employ both schemes. For
example, particular exceptions may have forward error
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primary: of A primary: of_B

_ initialize_cache_for_A_and_B
enable(other_exceptions,altern ate_l)

do_primary_A ‘do_primary_B
i not (acceptance_test) then
signal(alternate_exception)
disable(other_exc eptlons,alternate 1)
discard_cache
return_A
end primary

return_B
end primary

Fig. 20. Primary implementations.

alternate_lL: of_A | alternate_l: of B
restore, cache_fon,/L;nd_B

enable(other exceptions,alternate_2)

do_alternate_l_of__* o_alternate_1_of B
T Tiot (acceptane_test] then

signal(alternate_exception_2)
disable(other_¢ exceptlons alternate_2)
discard_cache
return_A
end -alternate_1

return B
end alternate_1

Fig. 21. Alternate implementations.

alternate_2: of_A

restore_cache_for_A_and_B
signal(failure_exception)

return_A return_B
end alternate_2 end alternate_2

alternate_2: of_B

Fig. 22. Default altzmate implementations.

recovery handlers and any other exception may have a
default handler that impleraents a backward error recov-
ery scheme. Thus, the framework generalizes the scheme
of combining forward and backward error recovery for a
sequential process described in [17] to the case of asyn-
chronous systems.

E. Structured Exceptions in the Banking Service
Example

In the example shown in Fig. 11, an exception tree is
associated with each atomic action. The root of each tree
is the default universal exception. The subtrees of the trees
are specified by the exceptions declared in Fig. 12. Thus,
for the atomic action clear check the universal excep-
tion has three subtrees, madequate balance, incom-
plete__check, and theft. The exception incomplete-

__check is a structured exception and contains further ex-
ception declarations enclosed by { and }. The exceptions
declared within a stnicturcd exception form subtrees of
the structured exception. Thus, incomplete__check has
subtrees wrong__date and inconsistent__values.

Multiple exceptions are resolved using the exception
tree. If, in clear _check, the check has inconsistent-

__values, the exception could be handled by assuming that
the value specified alphabetlcally is valid and the value
specified numerically is incorrect. Similarly, if the check
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has the wrong__date, the exception could be handled by
correcting the date. However, if both wrong__date and
inconsistent__values are detected, the check would be
handled as an incomplete__check.

V. A SPECTRUM OF ERROR RECOVERY TECHNIQUES

Depending upon the extent to which atomic actions are
planned or spontaneous, the framework of fault tolerance
based on atomic actions supports a spectrum of error re-
covery techniques (described in Section I-B) for asyn-
chronous systems. '

The resolution mechanism automates the propagation

- of an exception occurring in one process to all other pro-
cesses in the atomic action while resolving any ambigui-
ties caused by several components raising different excep-
tions concurrently. It separates the provision of the un-
derlying resolution and exception facilities from the user
and simplifies the construction of recovery measures from
the exception handling framework. The method by which
the processes of an atomic action may be identified de-
pends upon the way in which atomic actions are imple-
mented and the degree to which their constituent activities
are parameterized in the definition of the atomic action.

Essentially, the mechanism: ' :
1) suspends all the processes engaged in the atomic ac-
tion.> ' ' '

2) aborts any internal atomic actions requiring abortion

because of the exception condition. o '

3) chooses the appropriate exception that reflects the
erroneous state of the atomic action.®’

4) raises the chosen exception in all of the processes,
causing them to change control flow and execute the ap-
propriate exception handlers. '

'We will examine an implementation of the resolution
mechanism for two different forms of planiied atomic
action. The first form of planned atomic action assumes
that the identity of the atomic action is explicitly defined
(for example, as in a conversation). The second form of
planned atomic action, which provides more spontaneity,
allows atomic actions to be implicitly created during the
lifetime of a system (for example, as in the chase protocol
scheme).

A. Explicitly Defined Atomic Actions

Explicitly defined planned atomic actions have prede-
termined components that are designed to synchronize to
form a particular atomic action. Examples include 1) the
checkpointing of a large distributed database, 2) the of-
ganization of compiled code for 2 multiprocessor, and 3)
computer architectures with uninterruptible instructions.

The synchronization required to implement a planned
atomic action may impose an overhead on the efficiency
with which internal actions are executed, or may restrict

S Atomicity prevents the suspension of a process engaged in an internal
atomic action until that action terminates.

SExceptions may be raised concurrently during the interval between the
occurrence of the first raised exception and the completion of the last in-
ternal atomic action.
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the degree of parallelism berween those actions. For ex-
ample, if concurrent access to a set of resources is infre-
quent, any synchronization imposed to achieve atomiicity
is largely a performance overhead. Similarly, mutually
exclusive access to a set of resources provides atomicity
but eliminates parallel processing.

However, planned atomic actions simplify certain im-
plementation concerns when they are used as a framework
for fault tolerance. Prior knowledge of the components of
a planned atomic action aids:

1) identification of the components within the atomic
action.

2) communication required to coordinate invocation of
fault tolerance measures.

3) rigorous specification of the function implemented
by the atomic action. Rigorous specifications support er-
ror detection and damage assessment.

A range of synchronization and coordination techniques
may be used to construct planned atomic actions. One
component of the action may provide a centralized control
for synchronizing the other components. Such schemes
are similar to the monitor [10] and to similar synchroni-
zation schemes for accessing shared data. Alternatively,
each component may support a distributed control scheme
perhaps based upon transmi tting messages and employing
a two-phase protocol [9]. Such a mechanism is outlined
in the Appendix. _— '

B. Implicitly Defined Atomic Actions

Atomic actions which are implicitly defined are less
easy to use to support forward error recovery although
they have been proposed to support backward error re-
covery in the chase protocol scheme [18]. The difficulty
in using such atomic actions arises from the problems of
specifying their correct behavior for the purposes of mea-
suring reliability. Despite the problems of using sponta-
neous atomic actions in practice, we shall briefly examine
the consequences of spontaneity upon the proposed ex-
ception handling scheme and resolution mechanism.

The group of components constituting an implicit
planned atomic action is recognized by the interactions
that have occurred and the handling contexts established
by the components. The boundaries of the atomic action
will coincide with the boundaries of the individual com-
ponents and contexts that provide fault tolerance mea-
sures. Implicit atomic actions introduce a new ambiguity
in the choice of fault tolerance measures to handle a par-
ticular exception condition. The ambiguity arises because
there may be no predetermined relation between a partic-
ular exception and a given atomic action. Consider the
interaction between two processes shown in Fig. 23. The
contexts for the handlers k1, 2, and A3 define the bound-
aries of possible implicit atomic actions that may be used
in recovery schemes. Process A and B exchange infor-
mation at interaction I1 and, by definition, at this point
they must be in the same atomic action. Both processes
have handlers for an exception x and the enable and dis-
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time ¢
e<x:h1> d<x:h1>
process A ( }
I
e<x:h2> e<x:h3> d<x:h3> d<x:h2>
process B ‘{ k } }
Fig. 23. Exception in implicit atomic action.
time t
e<x:h1> d<x:hi>
process A ( )
11
e<x:h2> d<x:h2>
process B ( )

Fig. 24. Example of a commitment exception.

able operations for this exception now delimit an implicit
atomic action. If process A raises an exception x at time
t, the appropriate context associates handler Al with the
recovery to be invoked. Although exception x occurs when
process B is executing within the context associated with
handler k3, there is no interaction of that context with
process A and it can be regarded as a different implicit
atomic action. Therefore, that internal atomic action
should be completed and then handler 42 of the enclosing
context of process B invoked for the exception x. (If the
exception x had been detected in process B instead of pro-
cess A, only handler A3 would be invoked and process A
would be unaffected.)

Any resolution mechanism for implicit atomic actions
must compute a recovery strategy from the known set of
interactions and the contexts in which they occurred. Such
a resolution mechanism will be similar, in many ways, to
the mechanism underlying the chase protocol [26].

Commitment Exceptions and Failures: A direct result
of the implicit formation of atomic actions is that a pro-
cess may discard provisions for forward error recovery
prematurely. For example, it may disable a handler for a
context containing an. interaction with another process
even though that other process might still raise an excep-
tion. Fig. 24 illustrates such a situation. Exception x
raised in process 4 at time ¢ will generate a failure excep-
tion in process B which has discarded its exception han-
dler (h2) for x. (This assumes B does not have a handler
for x in a containing context.) Such exceptions result from
process B committing itself too early to the results of a
computation [23] that were formed in a cooperative atomic
action. Because implicit atomic actions are involved, it is
very difficult to devise a practical forward eITor recovery
strategy for commitment:errors. ‘
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VI. CONCLUSION

We have introduced a framewosk for the provision of
fault tolerance in asynchronous systems. The proposal
generalizes the form of simple recovery facilities sup--
ported by nested atomic actions in which the exception
mechanisms only permit tackward error recovery, as has
been proposed for databases [4]. It allows the construc-
tion of systems employing both forward and backward er-
ror recovery and thus allows the exploitation of the com-
plementary benefits of the two schemes. Backward
recovery, forward recovery, and normal processing activ-
ities can occur concurrenlly within the organization pro-
posed.

We believe that a reduction in the complexity of the
desrgn of fault-tolerant software for an asynchronous sys-
tem can be achieved by using atomic actions to structure
the activity of the system. Although many notations have
been devised for error recovery which include explicit def-
initions of atomic actions [2], [13], [15], [16], [22], [23],
[25] most of the notations are either inadequate or too .
restricted to permit their use as the basis for the exception
scheme we have described. Prac_tlcal systems can only be
constructed if suitable notations are developed to express
the concept of an atomic action [3].

We have generalized exception handling to provrde
a uniform basis for fault tolerance schemes within the
atomic action structure. The generalxzatlon included a res-
olution scheme for concu rrently raised exceptions based
on an exception tree and &n abortion scheme to permit the
termination of internal atomic actions.

Finally, we. have outlmed an automatic resolutlon
mechanism for exceptions in atomic actions which allows
users to separate their recovery schemes from the details
of the underlying algorithms. While we bave not dis-
cussed implementation in any detail in this paper, the
mechanism can be implemented with distributed control
by means of a simple message passing system.

APPENDIX
RESOLUTION ALGORITHM AND MECHANISM FOR
PLANNED ATOMIC ACTIONS

We will assume a distributed system in which processes
can exchange messages. Three kinds of messages are em-
ployed: :

1) Raise exception x in atomic action aa.

-2) Acknowledge exception in atomic action aa.

3) Commit componenis involved in atomic action aa
to invoke the exception handlers.

The message passing system includes timeout, check-
sum, and other facilities to ensure reliable transmission.
If the message passing system fails to transmit or receive
a message for a process attempting recovery, an undefined
exception is raised in that process. Each process, mes-
sage, context, and exception can be uniquely identified.
Some (unspecified). mechanism provides a mapping from
an atomic action into the processes that are engaged 'in
that atomlc action.
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The distributed algorithm, shown in Fig. 25, imple-
ments the resolution mechanism and is executed by each
process in an atomic action. The algorithm consists of four
parts corresponding to 1) the detection of an exception,
2) the completion of internal atomic actions, 3) the receipt
of an acknowledgment, and 4) the receipt of a “‘commit’’
message. The algorithm terminates after one or more pro-
cesses receive a complete set of replies to a broadcast.
Each of these processes then broadcasts a commit mes-
sage to all the other processes in the atomic action per-
mitting them to begin recovery. Separate copies of the
algorithm are instantiated for each of the processes in-
volved in the atomic actions. Each copy of the algorithm
has its own set of variables. The four parts of each in-
stantiation of the algorithm are mutually exclusive.

A measure of the complexity of the algorithm is the
total number of messages required to establish exception
handling. The minimum number of messages occurs when
only one process detects an error and transmits an excep-
tion message to the other processes engaged in an atomic
action. The minimum is:

3n—1)

where n is the number of processes involved in the atomic
action. The maximum number of messages required to es-
tablish recovery within a particular atomic action occurs
when:

1) Every process detects an error and sends exception
messages to the other processes in the atomic action con-
currently. This contributes n(n — 1) messages.

2) Every process receives one exception message and

“sends new exception messages to the other processes in
the atomic action concurrently.

3) Step 2) is repeated the maximum of n — 2 times
after which every exception has been received by every
process. This contributes n(n — 1)(n — 2) messages.

4) Every process replies to the last n — 1 exception
messages. This contributes n(n — 1) messages.

5) Every process broadcasts a commit. This contrib-
utes n(n — 1) messages. :

The maximum number of messages is:

n(n—l)+n(n—,1)(n—2)+n(n—1)+n(n-—1)
or
n(n — (n + 1).

This assumes that the height of the exception tree is at
least n.

Although the resolution mechanism requires commu-
nication among the processes in an atomic action there is
no overhead if an exception is not raised. Moreover, the
overhead can be much reduced by centralizing the control
of the resolution mechanism, minimizing the height of the
exception tree (or number of exceptions), or minimizing
the number of processes in each atomic action.
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(*When an exception is detected:*)

when v

{4,

(“raise”, ic_sction) or rai

th tomic_action) do

{
(*Save current peading exception for broadeast condition. *)

previous_pending|sa] == pending|sa);

(*Resolve exception withia tree sad save in ‘pending’.  *)
if raised(x) then

peading[aa) ;= If node(x,exception_tree[sa]) then x
else universal_exception

else pe}-di-zlnl = 1o0t_smallest,_subtree{exception_treefas] pendinglas]x )

(*Check for sa exception haadler for tie exception.®)
it handlerjas,pending[as]|=enil then pending|as] o= universal_exception

(*Let the other p
{*in this process if a raised P
(*exception or » raise message results In & new exception.®)
4 pendingaa] <> xor

- (raised(x) and (previcus_peading[as] <> pending{as]) then

{
brt:,deu‘(‘"nie",pndhdul a3) $0 other_processesiss]
replics_nesded[sa} = namber{other_procesesiss)

know which ion is peadil *)

{

replies_needed|as] := 0
" (*Save acknowled ts uatil can suspend process.®)

enq-eue_p:k("utlwled;mul"mm_pmen)

}

(*Finish any internsl atomic actions.')
1 i 1_atomic. i : :u-ﬁ-g then -

(*If permitted abort internal tomic action.®)
if internal_atomic_action[ss].nborts and
not interasl_atomic_st tion[sa).sborted then

{

(*Abort only on the first raised exception *)
(*in the containing atomic action. .
internal_atomic [13).aborted := true
raise(sbort,interaal_stomic_setionfas])

(*Let ‘L internsl atomic action finish  °)
(®using a co-routine resume. "

resume_process
}
elese -
(*If there are no internal atomic actions ]
(*send any acknowl and suspend the process.  *)
while quened_acks do send({dequene_ack)
suspend_process
}
}
(*When 3 process retnrn‘l'rom an faternal atomic ntin. *)

(*to » containing atomic action with » pending
(*exception: "

when process_returas{aa:atomic_a tion) do
if pending[aa] <> nil ther

- {*Sead any scknowldgements.®)

while queved_acks do send{dequene_sck)
suspend_process

("When an acknowledgement is received for the °)

(*last broadcast made, check to set if every *)

{*ackmowledgment has been receivid: ]

when recelve(*acknowled, v ic_action) do i
1€ acknowledge_last_broadcast and (replies_needed| j > 0) then

replies_nceded|aa] 1= replies_seeded|aal-1
if replies_nccded|aa == O then .
broadeast{* commit” a2) to other_processes|aa]

execute(handler|sa,pending[ss]])
}
else ignore

(*When resolution has Snished, one or more of the processes *)
{*will have received » lete set of acknowled *)
(*These processes broadcast & conmit, and every process *)
{*which receives a commit may commence recovery. *)
{*Note that processes caanot cominit watil all'internal *)

(*atomic actions are termil

d and acknowled made. *)

‘when recelve( commit",as) do
execute(handler{aa,pendingaal])

Fig. 25. A resolution mechanism algorithm.
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